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Message From the Chair 

On October 21, the Health Law Section was pleased 
to welcome members to this year’s Fall Meeting program, 
chaired by Anoush Koroghlian-Scott of Lippes Mathias LLP, 
and Heather Butts of Columbia University Mailman School 
of Public Health, and held at the Gideon Putnam in Saratoga 
Springs. Attendees were very positive about the setting and 
fall environs that added to the pleasant and convivial experi-
ence. The fall program kicked off with meetings of section 
committees, including the Legislative Committee chaired by 
Mark R. Ustin of Farrell Fritz, and the Public Health Com-
mittee chaired by Heather Butts. As described in brief below, 
all five panel programs presented by section members and in-
vited guest speakers were very well received based upon both 
oral feedback and written evaluations. 

The morning program opened with a panel addressing the 
New York Health Equity Reform 1115 Waiver Amendment 
approved by CMS that includes nearly $6 billion of federal 
funding for social care networks. Chaired by Heather Butts, 
panel members hailing from both government and other sec-
tors engaged in spirited discussion with those in attendance 
on how the waiver would be implemented, including meeting 
the challenge of outreach to providers. 

An interdisciplinary panel on medical aid in dying in the 
morning session featured several members of the New York 
State Bar Association 2023-2024 Medical Aid in Dying Task 
Force established by Immediate Past NYSBA President Rich-
ard Lewis, including Task Force Chair Mary Beth Morrissey 
of Yeshiva University, Mark R. Ustin, John Dow of Trinity 
Health, Edward McArdle of SUNY Upstate and Cornell Law 
School, and Heather Butts. Panelists discussed current legal 
and ethical issues concerning MAID that will continue to 
draw attention. They were joined by Paul Heasley, MD, Chief 
Medical Officer, Community Hospice, Albany, N.Y. Panelists 
called attention to current inequities in access to palliative 
and end-of-life care, and cited research suggesting that enact-
ment of a Medical Aid in Dying Law in New York would not 
necessarily ensure equitable access to care without adequate 
planning for expected challenges in implementation. Mary 
Beth Morrissey, John Dow, and Ed McArdle have been in-
vited to present at the Elder Law Section Annual Meeting 
program in January on the subject of medical aid in dying. 

The afternoon session featured an interdisciplinary panel 
on maternal health, chaired by Mary Beth Morrissey, build-
ing on the recent special issue of this Health Law Journal on 
the same topic. Immediate Past President Lisa Hayes and fel-

low presenters Dorothy Shuldman of 
Phillips Lytle LLP, Mary Breda Mor-
rissey, MD, of the Yale New Haven 
Health System, and Cornell Law Stu-
dent (3L) Cauolyn Baptiste, called 
attention to evidence of structural 
racism contributing to inequities in 
access to care for Black women. Dis-
cussion was also had on the impact 
of private equity on maternal health 
outcomes in the United States. 

In the second afternoon panel, William P. Keefer of Phil-
lips Lytle LLP, Colleen R. Pierson of Garfunkel Wild, P.C., 
and Chaya Rosenbaum of Weiss Zarett Brofman Sonnenklar 
& Levy, P.C., provided an analysis of the Loper-Bright deci-
sion, the seminal case overturning  Chevron. The discussion 
included an overview of the case law that led up to Loper-
Bright, key provisions of the decision, as well as the possible 
impacts of the decision on the health care industry. The panel 
discussed the implications of Loper-Bright on long-term care, 
specifically the nursing home industry, the FTC rule deci-
sions, and possible areas of future administrative law litiga-
tion in health care.

The fall program closed with a presentation by Linda J. 
Clark of Barclay Damon LLP on the Office of the Medicaid 
Inspector General (OMIG). The Health Law Section OMIG 
Working Group is preparing a formal report for submission 
to the NYSBA House of Delegates this January, and will also 
present at the Annual Meeting of the Health Law Section.

Finally, several members of the Health Law Section are 
serving on President Domenick Napoletano’s opioid Task 
Force, including Mary Beth Morrissey, who is chairing the 
Task Force, Margaret Davino, and Lisa Smith. The Task Force 
will deliver an informational report to the House of Delegates 
by January 2025, and a panel presentation is also planned for 
the Annual Meeting. 

In closing, we encourage all our Health Law Section 
members and colleagues to join us at the Annual Meeting 
to continue the important work of building collegiality and 
solidarity among our section members, as well as reaching 
across the aisle to our NYSBA colleagues in other sections 
and committees!

Mary Beth Quaranta Morrissey
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In the Legislature 
By Michael A. Paulsen

As of this writing, the 2024 presidential election and state 
general election are well underway for all 26 seats in the U.S. 
House of Representatives, all 63 seats in the New York State 
Senate and all 150 seats in the New York State Assembly. In 
New York, the outcome of the general election is unlikely to 
significantly alter the balance of power in Albany. The As-
sembly is expected to remain overwhelmingly under Demo-
cratic control and the Senate is also expected to remain under 
Democratic control. 

From a fiscal perspective, New York passed a $239 billion 
budget in April, increasing spending by 7.8%, without im-
posing new taxes or other significant revenue raising actions. 
The state currently has a projected budget deficit of $4 billion 
for Fiscal Year (FY) 2026, which is projected to grow increase 
to $16 billion by FY 2028. 

Looking forward, we expect the following health care is-
sues to be under consideration during the upcoming New 
York State legislative session.

Managed Care Organization Tax 
The FY 2025 Enacted Budget authorized the commis-

sioner of health to pursue federal approval for a managed care 
organization (MCO) tax. Funds generated from the MCO 
tax will be held in a new “Healthcare Stability Fund” to be 
available to fund the non-federal share of increased payments 
to managed care providers, reimbursing the general fund for 
expenditures incurred in the Medicaid program, and support-
ing capital projects funds. 

It is widely understood that the MCO tax was modeled 
on a similar tax implemented in California, which applies the 
tax to managed care organizations and commercial insurers 
but imposes different rates between Medicaid plans and non-
Medicaid plans to minimize the impact on the commercial 
insurance market. If approved by Centers for Medicare and 
Medicaid Services (CMS), the MCO tax is expected to gener-
ate $4 billion in federal funding annually for the next three 
years. While the Department of Health submitted a waiver 
application to CMS to implement the tax, no details on how 
the tax would be structured or how the increased revenue 
would be spent have been released.

If approved, the MCO tax will take a significant amount 
of pressure off the impact of the state’s Medicaid spending 
on the overall budget, allowing for Medicaid provider rate 

increases and increased spending within the program, while 
minimizing the need to implement policies that generate 
savings. However, a more immediate concern is whether the 
MCO tax will even be approved by CMS, as CMS questioned 
whether the California model meet the spirit of the federal 
regulations in the approval letter to California. If the MCO 
tax is not approved, the state will face another year of seek-
ing to identify savings in the Medicaid program. Another 
significant concern is if the MCO tax is approved, it would 
need to be reauthorized by CMS every three years, meaning 
that any MCO tax revenue used for reoccurring spending, 
such as provider rate increases, could put significant strain on 
the state’s finances in the future if the tax is modified or not 
reauthorized. 

Commission on Future of Health Care
First announced in the governor’s 2023 State of the State 

address, the Commission on the Future of Health Care was 
tasked with developing strategic recommendations to trans-
form the health care system in New York State. The commis-
sion is expected to release its first recommendations before 
the end of 2024. It is widely understood that the commis-
sion recommendations regarding policy, regulatory and reim-
bursement reforms would be made to the governor to inform 
the development of the Sate Fiscal Year (SFY) 26 Executive 
Budget. 

As the commission has started meeting and public sum-
maries of the meetings have been released, our understanding 
is that the focus of the commission has on taking a longer-
term view of how to align financial and policy incentives to 
improve patient outcomes and experience in the New York 
health care delivery system across the continuum of services, 
how to strengthen the health care workforce, and address 
health equity. It is also taking a broader look at health care 
costs and spending beyond Medicaid. While the actual rec-
ommendations of the commission are unknown at this time, 
it is possible that the recommendations could significantly al-
ter New York’s health care delivery system. 

Artificial Intelligence 
As the capabilities of artificial intelligence (AI) continue 

to expand, there is a general recognition that there are risks 
associated with the increased use and application of AI, par-
ticularly in health care. New York has started to take steps to 
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regulate the use of AI technology, most recently enacting the 
SAFE for Kids Act, which regulates social media platforms’ 
ability to present addictive algorithmic feeds to children.1 

In the 2023-24 legislative session, legislative members in-
troduced over 50 bills that regulate the use of AI, many of 
which are not specific to health care but would be applicable 
to health care providers using AI. We expect that AI regula-
tion specific to the use in health care will be introduced in the 
upcoming session, following trends in other states. Based on a 
review of introduced and passed legislation related to AI and 
health, potential themes include: 

•	 Requiring patient notification of the use of AI and al-
lowing for patients to opt out of its use.

•	 Requiring providers to monitor AI tools that are being 
used, including decision validation and/or possess the 
power to override AI when deemed appropriate.

•	 Requiring all health insurers to disclose the use of AI in 
their utilization review process and any associated algo-
rithms/training sets to their department of transparen-
cy.2

Endnotes
1.	 New York General Business Law § 1500 et seq.

2.	 See A.B. 9149 (2024). 

Michael A. Paulsen is of counsel in 
the Albany office of Manat, Phelps, & 
Phillips, LLP, where he focuses on le-
gal, regulatory and legislative issues for 
health care providers. 

•	 Requiring AI-generated patient communication to in-
clude a disclaimer and instructions about how to contact 
a human health care provider. 

TOGETHER, we make a difference.
When you give to The New York Bar Foundation, you help people in need of legal 
services throughout New York State. Through our grant program, we are able to assist 
with legal needs associated with domestic violence, elder abuse, homelessness, 
attorney wellness, disability rights, and other life changing legal matters.

Make a difference, give today at www.tnybf.org/donation or mail a check to:
The New York Bar Foundation, 1 Elk Street, Albany, NY 12207
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In the New York State Agencies
Compiled by Nicola Coleman and Binny Seth

6/18/24

Minimum Standards for Form, Content and Sale 
of Health Insurance, Including Standards of Full 
and Fair Disclosure
Notice of Adoption. The Department of Financial Services 
amended Part 52 (Regulation 62) of Title 11 N.Y.C.R.R. 
to comport with changes made to Insurance Law § 1117 
by Chapter 655 of the Laws of 2023. Filing Date: May 29, 
2024. Effective Date: June 18, 2024. See N.Y. Register June 
18, 2024.

Enterprise Risk Management, Own Risk and 
Solvency Assessment; Group-Wide Supervision
Notice of Adoption. The Department of Financial Services 
amended Part 82 (Regulation 203) of Title 11 N.Y.C.R.R. 
to implement Chapter 344 of the laws of 2023, which im-
posed an annual GCC filing requirement. Filing Date: June 
4, 2024. Effective Date: June 18, 2024. See N.Y. Register June 
18, 2024.

Notice of Expiration
The following notice has expired and cannot be reconsidered 
unless the Department of Health publishes a new notice of 
proposed rulemaking:

The Department of Health, Perinatal Services, Perinatal 
Regionalization, Birthing Centers and Maternity Birthing 
Centers, I.D. No. HLT-22-23-00011-P. Proposed on May 31, 
2023. Expired on May 30, 2024. See N.Y. Register June 18, 
2024.

6/26/24

Provider Enrollment and Collection of Patient 
Consent to Access Medicaid Confidential Data in 
the Statewide Health Information Network for 
New York (SHIN-NY)
Notice of Proposed Rule Making. The Department of Health 
proposed to amend § 504.9 of Title 18 N.Y.C.R.R. to clarify 
that providers of medical goods and services, rather than the 
Qualified Entities, are required to enroll in the Medicaid pro-
gram. See N.Y. Register June 26, 2024.

7/3/24

Contingent Reserve Requirements for Managed 
Care Organizations (MCOs)
Notice of Proposed Rule Making. The Department of Health 
proposed to amend § 98-1.11(e) of Title 10 N.Y.C.R.R. 
to maintain the contingent reserve requirement at 7.25% 
through 2025 applied to the Medicaid Managed Care, HIV 
SNP and HARP programs. See N.Y. Register July 3, 2024.

Relating to Residential Treatment Facilities (RTF)
Notice of Adoption. The Office of Mental Health repealed 
Part 583, added a new Part 583 and amended Part 584 of 
Title 14 N.Y.C.R.R. to provide clarity and uniformity relating 
to RTFs and to implement Chapter 58 of the laws of 2020. 
Filing Date: June 12, 2024. Effective Date: July 3, 2024. See 
N.Y. Register July 3, 2024.

7/10/24

Statewide Health Information Network for New 
York (SHIN-NY)
Notice of Adoption. The Department of Health amended Part 
300 of Title 10 N.Y.C.R.R. to establish the State Designated 
Entity and Enhancing SHIN-NY Efficiency and Flexibility. 
Filing Date: June 25, 2024. Effective Date: July 10, 2024. See 
N.Y. Register July 10, 2024.

Notice of Expiration
The following notice has expired and cannot be reconsidered 
unless the Department of Health publishes a new notice of 
proposed rulemaking:

The Department of Health, Humane Euthanasia of Animals, 
I.D. No. HLT-25-23-00002-P. Proposed on June 21, 2023. 
Expired on June 20, 2024. See N.Y. Register July 10, 2024.

Emergency Medical Services Equipment 
Requirements for Certified Ambulance and 
Emergency Ambulance Service Vehicles
Notice of Proposed Rule Making. The Department of Health 
proposed to repeal § § 800.24, 800.25 and 800.26 and add 
new § § 800.24, 800.25 and 800.26 to Title 10 N.Y.C.R.R. 
to update requirements to meet current industry standards 
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9/4/24

Exemption of Earned Income and Public 
Assistance (PA) and Supplemental Nutrition 
Assistance Program (SNAP) Employment 
Program Requirements Updates
Notice of Adoption. The Office of Temporary and Disability 
Assistance amended § and Part 385 of Title 18 N.Y.C.R.R. to 
update state regulations pertaining to exemption of earned in-
come and PA and SNAP employment program requirements 
consistent with updated federal and state laws. Filing Date: 
August 20, 2024. Effective Date: September 4, 2024. See N.Y. 
Register September 4, 2024.

9/18/24

Notice of Expiration
The following notice has expired and cannot be reconsidered 
unless the Office of Mental Health publishes a new notice of 
proposed rulemaking:

COVID-19 Vaccination Program. Proposed on August 
30, 2023. Expired on August 29, 2024. See N.Y. Register 
September 18, 2024.

Technical Amendments to State Regulations 
Updating the Names of State Agencies and 
Replacing Obsolete and Stigmatizing Terms
Notice of Proposed Rule Making. The Office of Temporary 
and Disability Assistance proposed to update state regula-
tions by replacing obsolete and stigmatizing terms. See N.Y. 
Register September 18, 2024.

9/25/24
Voluntary Certification of Recovery Residences in 
New York State

Notice of Adoption. The Office of Alcoholism and Substance 
Abuse Services added Part 860 to Title 14 N.Y.C.R.R. to es-
tablish the requirements for recovery residences certified by 
OASAS. Filing Date: September 9, 2024. Effective Date: 
September 25, 2024. See N.Y. Register September 25, 2024. 

Adult Home Admission and Reporting 
Requirements
Notice of Adoption. The Department of Health amended § 
§ 487.4 and 487.10 of Title 18 N.Y.C.R.R. to clarify the pre-
admission screening process and strengthen the reporting of 
residents with serious mental illness diagnoses. Filing Date: 
September 6, 2024. Effective Date: December 24, 2024. See 
N.Y. Register September 25, 2024.

that address patient and provider safety and manufacturing 
guidelines. See N.Y. Register July 10, 2024.

7/17/24

Credit for Reinsurance
Notice of Adoption. The Department of Financial Services 
amended Part 125 (Regulation 17, 20 and 20-A) of Title 11 
N.Y.C.R.R. to prescribe the collateral requirements for rein-
surance reserve credit. Filing Date: July 02, 2024. Effective 
Date: July 17, 2024. See N.Y. Register July 17, 2024.

7/31/24

Admission and Discharge Criteria for Psychiatric 
Inpatient Units of General Hospitals
Notice of Revised Rule Making. The Office of Mental Health 
amended Part 580 of Title 14 N.Y.C.R.R. to standardize ad-
missions and discharges. See N.Y. Register July 31, 2024.

Admission and Discharge Criteria for 
Comprehensive Psychiatric Emergency 
Programs
Notice of Revised Rule Making. The Office of Mental Health 
amended Part 590 of Title 14 N.Y.C.R.R. to standardize ad-
missions and discharges. See N.Y. Register July 31, 2024.

Admission and Discharge Criteria for Hospitals 
for Persons with Mental Illness
Notice of Revised Rule Making. The Office of Mental Health 
amended Part 582 of Title 14 N.Y.C.R.R. to standardize ad-
missions and discharges. See N.Y. Register July 31, 2024.

Pathway to Employment
Notice of Proposed Rule Making. The Office for People with 
Developmental Disabilities amended Subpart 635-10 of Title 
14 N.Y.C.R.R. to update the pathway to employment regu-
lations as New York becomes an employment-first state. See 
N.Y. Register July 31, 2024.

Supported Decision-Making
Notice of Proposed Rule Making. The Office for People with 
Developmental Disabilities added Part 634, amended Parts 
624, 629, 633, 635, 636, 679 and repealed § 681.13 of Title 
14 N.Y.C.R.R. to effectuate the adoption of supported de-
cision-making practices within the OPWDD service system. 
See N.Y. Register July 31, 2024.
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Relating to the Personalized Recovery Oriented 
Services (PROS)
Notice of Proposed Rule Making. The Office of Mental 
Health proposed to repeal Part 512 and add a new Part 512 
to Title 14 N.Y.C.R.R. to align the PROS program with the 
State Plan Amendment. See N.Y. Register October 2, 2024.

10/9/24

Principle-Based Reserving
Notice of Adoption. The Department of Financial Services 
amended Part 103 (Regulation 213) of Title 11 N.Y.C.R.R. 
to adopt the 2024 Valuation Manual. Filing Date: September 
24, 2024. Effective Date: October 9, 2024. See N.Y. Register 
October 9, 2024.

Specialty Hospitals
Notice of Adoption. The Office for People with Developmental 
Disabilities amended Part 680 of Title 14 N.Y.C.R.R. to clari-
fy requirements and better meet needs of individuals with in-
tellectual and developmental disabilities seeking treatment at 
specialty hospitals. Filing Date: September 19, 2024. Effective 
Date: October 9, 2024. See N.Y. Register October 9, 2024.

Onsite Wastewater Treatment System Waiver 
Requirements
Notice of Proposed Rule Making. The Department of Health 
amended Part 75 of Title 10 N.Y.C.R.R. to clarify availabil-
ity of waivers from statewide requirements regarding installa-
tion and operation of wastewater treatment systems. See N.Y. 
Register September 25, 2024.

Notice of Expiration

The following notice has expired and cannot be reconsidered 
unless the Office of Mental Health publishes a new notice of 
proposed rulemaking:

Use of Telehealth in Crisis Stabilization Centers. Proposed on 
September 6, 2023. Expired on September 5, 2024. See N.Y. 
Register September 25, 2024.

Standard Utility Allowances (SUAs) for the 
Supplemental Nutrition Assistance Program 
(SNAP)
Notice of Emergency/Proposed Rule Making. The Office of 
Temporary and Disability Assistance amended §  387.12(f )
(3)(v)(a)-(c) of Title 18 N.Y.C.R.R. to set forth the federal-
ly-approved SUAs as of 10/1/2024. Filing Date: September 
10, 2024. Effective Date: October 1, 2024. See N.Y. Register 
September 25, 2024.

10/2/24

Hospital Cybersecurity Requirements
Notice of Adoption. The Department of Health added a new 
§ 405.46 to Title 10 N.Y.C.R.R. to create cybersecurity pro-
gram requirements at all Article 28 regulated facilities. Filing 
Date: September 13, 2024. Effective Date: October 2, 2024. 
See N.Y. Register October 2, 2024.

Reproductive Health Care Standards
Notice of Adoption. The Department of Health amended 
Part 12 of Title 10 N.Y.C.R.R. and § 505.2(e) of Title 18 
N.Y.C.R.R. for reconciliation with Article 25-a of the Public 
Health Law and alignment with evidence-based clinical 
guidelines. Filing Date: September 13, 2024. Effective Date: 
October 2, 2024. See N.Y. Register October 2, 2024.

Disease Outbreak Investigation and Response 
Clarifications
Notice of Adoption. The Department of Health amended 
§  2.6 of Title 10 N.Y.C.R.R. to authorize NYSDOH to 
provide flexibilities to local health departments to prioritize 
reportable diseases that need to be fully investigated. Filing 
Date: September 13, 2024. Effective Date: October 2, 2024. 
See N.Y. Register October 2, 2024.

Nicola Coleman and Binny Seth both 
participate in the Health and FDA 
Business Group and the Insurance 
Regulatory and Transaction Group 
at Greenberg Traurig’s Albany office, 
where they both focus on health care is-
sues, including regulatory, contracting, 
transactional and compliance matters. 
Prior to joining the firm, Ms. Coleman 
served as deputy counsel for the New 
York State Senate and as an associate 
counsel for the New York State As-
sembly, as well as counsel for the New 
York Department of Health during the 
creation of the Health Insurance Mar-
ketplace. Mr. Seth’s past experience 
includes serving as in-house counsel to 
one of the largest Medicaid managed 
care organizations in New York. 
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New York State Fraud, Abuse, and Compliance 
Developments
Edited by Margaret M. Surowka

New York State Department of Health Medicaid 
Decisions
Compiled by Ron L. Oakes

Courtesy Transportation Services, Inc. (Decision After 
Hearing, June 20, 2024, Matthew C. Hall, ALJ)

Appellant is an ambulette and transportation provider op-
erating in New York. The New York State Office of the Medic-
aid Inspector General (OMIG) conducted a data match desk 
audit of transportation services paid by the Medicaid program 
for the period of March 1, 2012 through December 31, 2015. 
In its revised final audit report, OMIG identified overpay-
ments in the amount of $178,317.64 in four categories: (1) 
Transportation Billed Fee-for-Service During an Inpatient 
Stay; (2) Transportation Claims for Ambulette Services With 
Unqualified/Disqualified Driver License; (3) Transportation 
Claims for Ambulette Services With Incorrect/Missing Driv-
er’s License; and (4) Transportation Claims for Ambulette 
Services with Incorrect/Missing Vehicle License Plates. 

At hearing, Administrative Law Judge (ALJ) Hall consid-
ered whether OMIG’s determination to recover Medicaid 
program overpayments from Appellant was correct. Appel-
lant did not present any evidence or arguments to challenge 
OMIG’s determinations at hearing, but suggested “that the 
commencement of the audit, years after the events covered 
by the audit, is unfair . . . [because] such an audit is difficult 
to defend and ‘sets up the OMIG for a windfall.’” See Deci-
sion at 12. In response to this argument, ALJ Hall noted that 
the audit was timely conducted and dismissed Appellant’s 
contention.

After confirming OMIG’s determinations in each of the 
four categories of identified overpayments, ALJ Hall conclud-
ed that Appellant failed to meet its burden to prove entitle-
ment to payment for the disallowed claims. As such, the disal-
lowance in the amount of $178,317.64 was affirmed.

United Hebrew Geriatric Center (Decision, June 28, 
2024, Natalie J. Bordeaux, ALJ)

Appellant is a residential health care facility (RHCF) locat-
ed in New Rochelle, New York. OMIG conducted an audit 
of the Medicaid rates paid to Appellant from January 1, 2013 
through December 31, 2017. The audit consisted of a review 
of Appellant’s records supporting the capital portion of its 
cost report RHCF-4 for calendar years 2011 through 2015. 

On July 18, 2022, OMIG issued a final audit report that 
identified overpayments attributable to OMIG’s audit deter-
mination to offset Appellant’s interest expense reported in 
its 2015 cost report with the investment income it received 
that year from selling an investment property. Appellant pur-
chased the property in question in 1999 and then transferred 
it to a related organization on January 20, 2007. The property 
was then sold in March 2015 for a net profit of $211,566. 

As a procedural matter, after a hearing to contest the 
overpayment determination was scheduled and rescheduled, 
both parties requested a decision without a hearing. In this 
request, the parties only disputed OMIG’s application of the 
applicable regulatory provision (10 N.Y.C.R.R. § 86-2.20(c)
(1)) and § 202.2(C) of the Provider Reimbursement Manual 
(PRM-1), which formed the basis for the overpayment find-
ings. In response to the request, ALJ Bordeaux found that 
there were no material facts in dispute and the request for a 
decision without a hearing was granted. See 18 N.Y.C.R.R. 
§ 519.23(a).

In a brief to support its position, Appellant argued that the 
gain on the sale of the property was not realized by Appellant, 
but rather by the related organization, and should not be rec-
ognized as income. ALJ Bordeaux noted that the PRM-1 pro-
vides that any gain or loss realized by a related party when an 
asset is sold or otherwise disposed of by a related organization 
must be included in the provider’s cost. See PRM-1 § 1011.3. 
Moreover, Appellant acquired the property with patient care 
funds, but never used it for patient-related services. Accord-
ingly, the ALJ found that gains from its ultimate sale were 
properly classified by OMIG as investment income. See 10 
N.Y.C.R.R. § 86-2.20(c)(1); PRM-1 § 202.2(C). 

Appellants remaining arguments asserted that because the 
property was a depreciable asset, any income from its sale 
could not be recognized as it occurred after December 1, 
1997. See PRM-1 § 130. These arguments were also rejected 
by the ALJ as unsupported by law. ALJ Bordeaux noted that 
the PRM-1 establishes that depreciation should be included 
in payment for services and that gains on depreciable assets 
from changes of ownership of a facility as an ongoing opera-
tion after December 1, 1997, should not be recognized. See 
PRM-1 § § 100, 104.14(B). However, the ALJ pointed out 
that the depreciable type assets to be considered in provider 
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At hearing, Appellant first argued that subsection (f ) of 
10 N.YC.R.R. § 86-2.20 did not apply because VERHA was 
not a public authority, as it is not listed as such by the Of-
fice of State Comptroller and it is not governed by the Pub-
lic Authorities Law to provide nursing home financing. ALJ 
O’Brien noted that VERHA was in fact a public finance au-
thority within the meaning of 10 N.Y.C.R.R. § 86-2.20(f ) 
and quickly rejected Appellant’s argument as unsupported by 
persuasive authority. 

ALJ O’Brien considered testimony from Appellant’s chief 
executive officer and chief financial officer, who testified that 
prior to undertaking an $80 million construction project, 
they met with the Department of Health’s (DOH) Bureau of 
Long Term Care Reimbursement (BLTCR) regarding Appel-
lant’s Certificate of Need (CON) application. They further 
testified that at that meeting, BLTCR had provided verbal 
confirmation that subsection (c) of 10 N.Y.C.R.R. § 86-2.20 
applied, Appellant later sent a letter to BLTCR to confirm its 
understanding that subsection (c) applied, and that Appel-
lant submitted cost reports and obtained financing and CON 
approval for its project, based on the understanding that sub-
section (c) applied. ALJ O’Brien dismissed the relevance of 
Appellant’s testimony, noting that the prospective rates set by 
BLTCR are provisional and subject to audit by OMIG. 

After considering the matter, ALJ O’Brien agreed with 
OMIG that subsection (f ) of 10 N.Y.C.R.R. § 86-2.20 ap-
plied to Appellant’s mortgage forgiveness and affirmed 
OMIG’s determination regarding the audit finding for “Gain 
on Extinguishment of Debt.”

Bushwick Center for Rehabilitation and Health Care 
(Decision After Hearing, July 10, 2024, John Harris 
Terepka, ALJ)

Appellant is a RHCF located in Brooklyn, New York that 
operates three adult day health care (ADHC) programs and a 
nursing home. At issue in this audit was the capital portion of 
Appellant’s RHCF cost reports (RHCF-4) submitted for the 
2012 through 2016 calendar years. These cost reports were 
used to determine the capital portion of Appellant’s Medicaid 
reimbursement rate for the period of January 1, 2014 through 
December 31, 2018.

On May 22, 2023, OMIG issued a final audit report that 
identified several disallowances of reported property costs and 
the determination to recover $1,353,722 in Medicaid over-
payments. Of the findings contained in the final audit report, 
two were at issue at hearing: (1) real estate tax disallowance; 
and (2) moveable equipment rental disallowance. 

Real estate tax disallowance was a property expense dis-
allowance related to Appellant including real estate taxes 
for offsite parking lot leases in its reported property costs. 
OMIG disagreed with this cost reporting, pointing out that 

payments are those used to provide services to beneficiaries 
and the property in question was unrelated to patient care.

Based on the information presented, the ALJ determined 
that Appellant failed to establish that OMIG’s determination 
was not correct, and affirmed OMIG’s determination to re-
duce Appellant’s interest expense reported in its 2015 RHCF-
4 cost report by investment income of $211,566.

In the Matter of the Appeal of Jewish Home and 
Infirmary of Rochester, Inc. (Decision After Hearing, 
July 2, 2024, Kimberly A. O’Brien, ALJ)

Appellant is a RHCF located in Rochester, New York. 
OMIG performed a field audit to review Appellant’s cost re-
ports as the basis of the capital portion of its Medicaid reim-
bursement rates for calendar years 2013 through 2016. On 
February 26, 2020, OMIG issued a final audit report that 
included findings and disallowances in four categories, but 
only one category was in dispute at hearing: “Gain on Extin-
guishment of Debt.” This finding applied to the treatment 
of Appellant’s gain on mortgage forgiveness and resulted in a 
disallowance of $994,285.

The main issue presented at hearing was the particular 
regulatory provision pertaining to the treatment of interest 
expense (10 N.Y.C.R.R. §  86-2.20), which applied to Ap-
pellant’s mortgage at the time it was forgiven. As relevant to 
the issues presented at hearing, the Medical Care Facilities 
Finance Agency (MCFFA), succeeded by the Dormitory Au-
thority of the State of New York (DASNY), and the Village 
of East Rochester Housing Authority (VERHA) were public 
authorities/public benefit corporations authorized to issue 
bonds. See Decision at 4-5. Appellant secured a mortgage in 
1983 with bonds issued by MCFFA/DASNY and then, in 
2002, refinanced the mortgage with bonds issued by VERHA. 
The interest costs and depreciation associated with Appellant’s 
mortgage were included in the capital portion of Appellant’s 
relevant Medicaid rate years. The structure of the VERHA 
bond agreement permitted Appellant to pay off the bonds in 
August 2015, nearly 10 years before the mortgage’s maturity 
date of June 1, 2024. As a result, the mortgage’s remaining 
principal was forgiven and Appellant realized a gain on extin-
guishment of its debt totaling $10,233,871. The manner in 
which the gain is treated is dependent on the applicable provi-
sion of 10 N.Y.C.R.R. § 86-2.20. On one hand, subsection 
(c) would recognize the gain in a single year, resulting in a 
Medicaid reimbursement reduction of $460,000, and in con-
trast, subsection (f ), which governs mortgage interest rates to 
public finance authority, requires that the amount forgiven 
“be capitalized as a deferred asset and amortized over the re-
maining mortgage life, as a reduction to the facility’s capital 
expense,” and would result in a reimbursement reduction of 
roughly $6 million. See 10 N.Y.C.R.R. § 86-2.20(c), (f ); De-
cision at 10-11.
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agreement also leaves all maintenance and repairs, including 
responsibility for, and control of, the laundry equipment to 
the vendor. The ALJ further noted that Appellant failed to 
provide an explanation of what normal operation of its usual 
activities – beyond the “all necessary laundry services” provid-
ed for in the agreement – that required Appellant’s possession, 
use, and enjoyment of the equipment. See Decision at 11. 

Appellant next argued that OMIG ignored the fact that 
the list of factors evidencing a lease agreement in PRM-1 
§ 2806.1(C) represent guidelines and not an absolute check-
list. Appellant asserted that OMIG relied on the factor re-
garding multiple agreements, to the exclusion of all other 
guidance. This argument was also rejected by the ALJ, who 
noted that OMIG had not asserted that the existence of two 
agreements mandated the disallowance and “all other guid-
ance on this issue” supports OMIG’s determination in this 
case. See Decision at 12. ALJ Terepka concluded that Appel-
lant failed to establish OMIG’s application of the guidelines 
was inconsistent with the disallowance or an unreasonable 
exercise of its authority to determine allowable costs. See 10 
N.Y.C.R.R. § 86-2.17(d).

Finally, Appellant asserted that it did not report the change 
when it began including the lease expense in the property 
component because it only began including it in 2012. ALJ 
Terepka pointed out that in Appellant’s 2007 operating base 
year, it included laundry service in its operating expenses and 
only began reporting the laundry equipment lease as a prop-
erty cost when changes to the operating rate methodology in 
2012 made it favorable for subsequent rate years. The ALJ 
found that OMIG correctly determined that the laundry ser-
vice continue to be reimbursed in the operating portion of the 
rate and Appellant failed to meet its burden of proving that 
OMIG’s application of PRM-1 was incorrect. Based on these 
findings, including the lease expenses in the property costs 
resulted in duplicate reimbursement for the years under audit. 

Therefore, OMIG’s property expense disallowances were 
affirmed.

New York State Attorney General Press Releases
Compiled by Dena M. DeFazio, AbiDemi M. Donovan, 
Tricia C. Lu, and Amanda N. Rhodes

Attorney General James Secures $86 Million Multistate 
Settlement in Principle With Indivior for Its Role in the 
Opioid Crisis (July 26, 2024)

https://ag.ny.gov/press-release/2024/attorney-general-james-
secures-86-million-multistate-settlement-principle

The Office of the Attorney General (OAG) announced an $86 mil-
lion multistate settlement in principle with opioid manufacturer 
Indivior for its role in the opioid epidemic. The settlement in prin-
ciple will provide New York and the other participating states with 

real property leases entered into after March 10, 1975 were 
not reimbursable. See 10 N.Y.C.R.R. § § 86-2.17(a), (d), 86-
2.21(f )(3). ALJ Terepka noted that real estate taxes for the 
parking lots were billed to and paid by the owner, not Ap-
pellant. At hearing, Appellant argued without providing sup-
portive documentation, that a facility sale with change in its 
operator set forth in a CON approved by DOH, included sale 
of the parking lots. In addition to the lack of evidence, ALJ 
Terepka dismissed the argument finding Appellant failed to 
establish any approval for costs associated with offsite parking 
leases as capital reimbursement. ALJ Terepka also dismissed 
Appellant’s assertion that a City of New York parking space 
mandate for nursing homes also legally required it to pay real 
estate taxes, as it is the owner, not Appellant, that must pay 
the taxes. As such, OMIG’s determination to disallow the real 
estate taxes as a property cost was affirmed.

The movable equipment rental disallowance was another 
property expense disallowance which stemmed from Appel-
lant reporting rental expenses for laundry equipment it leased 
as part of a service agreement for “all necessary [l]aundry  
[s]ervices, supplies and equipment.” See Decision at 8. OMIG 
disallowed the reported costs on the grounds that equipment 
rentals that are part of a service agreement with an unrelated 
company are operating costs and not includable in the prop-
erty component of the rate as they represent a capital cost to 
the vendor and not the Appellant. See PRM-1 § § 2806.1(C), 
2806.3(B). Even though the washers and dryers were leased 
under a separate agreement, OMIG determined the lease was 
part of Appellant’s service agreement because Appellant did 
not have the required “possession, use and enjoyment,” of the 
equipment as it was installed at Appellant’s facility specifically 
for the vendor to provide “all necessary [l]aundry [s]ervices, 
supplies and equipment.” See PRM-1 § 2806.1(C). 

At hearing, Appellant asserted that it met the require-
ments for laundry equipment costs in PRM-1 because: (1) 
the equipment was leased; (2) it was installed at its facility; 
and (3) a separate charge was specified for the lease in its ven-
dor agreement. See PRM-1 § 2806.3(B). ALJ Terepka rejected 
this argument and noted that Appellant failed to mention an 
example set forth in the same PRM-1 provision that specifi-
cally established that “[a] cleaning service’s charges for both 
housekeeping service and for the rental of equipment kept at 
the hospital for the use of the cleaning service staff is not [a 
capital-related cost], because the hospital does not have “pos-
session, use and enjoyment” of the equipment.” See Decision 
at 10. Appellant argued that provisions in the agreement re-
quiring Appellant to provide electric, gas, and water hookups, 
and permitting Appellant’s use of the machines “in a care-
ful manner and only in connection with the normal opera-
tion of its usual activities” demonstrate that the vendor had 
given over possession of the laundry equipment. See Decision 
at 11. ALJ Terepka rejected these arguments, noting that the 
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trips, and significantly inflating the mileage of trips that did 
happen.

Attorney General James Announces Indictments of 
Rensselaer and Orange County Medical Transport 
Companies for Stealing Over $4.4 Million From 
Medicaid (June 27, 2024)

https://ag.ny.gov/press-release/2024/attorney-general-james-
announces-indictments-rensselaer-and-orange-county

The OAG announced the indictments and arrests of five 
Medicaid-contracted transportation providers, and seven 
companies owned by them, alleged to have stolen over $4.4 
million in Medicaid funds through fictitious billing and ille-
gal kickback schemes. The indictments allege that a key com-
ponent of the defendants’ operations was kickback schemes 
wherein the defendants illegally recruited and paid kickbacks 
to Medicaid recipients for signing up with their companies and 
for requesting rides from addresses farther away from where 
they lived. The defendants are further alleged to have engaged 
in money laundering using shell companies in order to obtain 
the illegal proceeds of their frauds in cash and distribute the 
kickbacks to the Medicaid recipients they recruited. 

Statement from Attorney General James on Supreme 
Court Allowing Access to Emergency Abortion Care in 
Idaho (June 27, 2024)

https://ag.ny.gov/press-release/2024/statement-attorney-gen-
eral-james-supreme-court-allowing-access-emergency

The Supreme Court recently dismissed petitions for cer-
tiorari in two so-called abortion cases, allowing a preliminary 
injunction by the U.S. District Court for the District of Idaho 
to remain and with that, permitting hospitals in Idaho to con-
tinue to provide emergency abortion care pursuant to the fed-
eral Emergency Medical Treatment and Labor Act (EMTA-
LA). AG James previously co-led a coalition of 24 attorneys 
general in submitting amicus briefs to the Supreme Court, the 
U.S. Court of Appeals for the Ninth Circuit, and the United 
States District Court of Idaho urging the courts to maintain 
access to emergency abortion care through EMTALA. 

Attorney General James Announces Over $3.4 Million 
for the Mohawk Valley To Combat Youth Vaping 
Epidemic (June 21, 2024)

https://ag.ny.gov/press-release/2024/attorney-general-james-
announces-over-34-million-mohawk-valley-combat-youth

AG James announced plans to distribute New York State’s 
portion of a settlement reached with Juul Labs Inc. (JUUL) to 
the Mohawk Valley. The $462 million multistate settlement 
resolved claims related to JUUL’s deceptive and misleading 
marketing that targeted young people and glamorized vap-
ing. New York State will obtain $112.7 million in settlement 

funds to be used for opioid addiction treatment, recovery, and pre-
vention programs. The indivior settlement in principle is just one 
among several settlements totaling more than $2.7 billion that the 
OAG has recovered from opioid manufacturers and other actors. 

Attorney General James Urges New Yorkers To Use 
Free Credit Monitoring and Identity Theft Protection 
Services in Aftermath of Change Healthcare 
Cyberattack (July 9, 2024)

https://ag.ny.gov/press-release/2024/attorney-general-james-
urges-new-yorkers-use-free-credit-monitoring-and-identity

In the wake of the Change Healthcare data breach that 
exposed millions of New Yorkers’ personal information, the 
company is offering two years of free credit monitoring and 
identity protection services that will allow consumers to be 
on the lookout for potential warning signs that bad actors are 
using their medical information. A consumer alert issued by 
Attorney General James urges anyone who believes their in-
formation may have been compromised to use the free credit 
monitoring and identify theft protection services. 

Attorney General James Announces Indictment of 
Orange County Transportation Company for Stealing 
Over $2.3 Million From Medicaid (July 3, 2024)

https://ag.ny.gov/press-release/2024/attorney-general-james-
announces-indictment-orange-county-transportation-com-
pany

The OAG announced the arrests and indictments of three 
Orange County residents and their company for an alleged 
scheme calculated to have stolen over $2.3 million from the 
state’s Medicaid program. The company operated as a medi-
cal transportation provider and allegedly used the business to 
overcharge Medicaid millions of dollars in fees by billing for 
fake trips and adding fake tolls to rides they did provide. The 
three stand accused of also having made kickback payments 
to Medicaid recipients in order to recruit more passengers to 
increase their fraudulent billing. 

Attorney General James Announces Arrest of Tompkins 
County Transportation Company Owner for Stealing 
Over $1 Million from Medicaid (July 3, 2024)

https://ag.ny.gov/press-release/2024/attorney-general-james-
announces-arrest-tompkins-county-transportation-company

The OAG announced the arrest of a Tompkins County 
resident who is alleged to have stolen over $1 million from 
Medicaid by using fictitious billing and an illegal kickback 
scheme to overcharge for transportation services offered 
through his medical transportation company. The defendant 
is alleged to have exploited the system by paying Medicaid 
recipients to use his service, submitting claims for fictitious 
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counties and BOCES in the North Country to fund pro-
grams aimed to reduce and prevent underage vaping.

Attorney General James Announces Over $4.5 Million 
for the Southern Tier To Combat Youth Vaping 
Epidemic (June 21, 2024)

https://ag.ny.gov/press-release/2024/attorney-general-james-
announces-over-45-million-southern-tier-combat-youth 

AG James announced plans to distribute New York State’s 
portion of a settlement reached with JUUL to the Southern 
Tier. The $462 million multistate settlement resolved claims 
related to JUUL’s deceptive and misleading marketing that 
targeted young people and glamorized vaping. New York 
State will obtain $112.7 million in settlement funds, which 
will be distributed across counties, BOCES, and the state’s 
five largest cities. More than $4.5 million will be apportioned 
between counties and BOCES in the Southern Tier to fund 
programs aimed to reduce and prevent underage vaping.

Attorney General James Announces Over $13 Million 
for the Hudson Valley To Combat Youth Vaping 
Epidemic (June 21, 2024)

https://ag.ny.gov/press-release/2024/attorney-general-james-
announces-over-13-million-hudson-valley-combat-youth 

AG James announced plans to distribute New York State’s 
portion of a settlement reached with JUUL to the Hudson 
Valley. The $462 million multistate settlement resolved claims 
related to JUUL’s deceptive and misleading marketing that 
targeted young people and glamorized vaping. New York State 
will obtain $112.7 million in settlement funds, which will be 
distributed across counties, BOCES, and the state’s five larg-
est cities. Over $13 million will be split between counties and 
BOCES in the Hudson Valley to fund programs aimed to 
reduce and prevent underage vaping.

Attorney General James Announces Settlement With 
UnitedHealthcare for Failing To Provide Coverage of 
Birth Control (June 20, 2024)

https://ag.ny.gov/press-release/2024/attorney-general-james-
announces-settlement-unitedhealthcare-failing-provide 

AG James announced a $1 million settlement with Unit-
edHealthcare for failing to cover birth control under its plans, 
in violation of New York’s Comprehensive Contraceptive 
Coverage Act (CCCA). The settlement followed a complaint 
from a Brooklyn patient denied coverage for oral contracep-
tives. The CCCA mandates health insurance plans cover U.S. 
Food and Drug Administration (FDA) approved contracep-
tives without copays or delays. In addition to the penalty, 
UnitedHealthcare will refund consumers who paid out-of-
pocket for birth control and will ensure compliance with the 
CCCA moving forward.

funds, which will be distributed across counties, Board of 
Cooperative Educational Services (BOCES), and the state’s 
five largest cities. More than $3.4 million will be divided be-
tween counties and BOCES in the Mohawk Valley to fund 
programs aimed to reduce and prevent underage vaping.

Attorney General James Announces Over $6.6 Million 
for the Capital Region To Combat Youth Vaping 
Epidemic (June 21, 2024)

https://ag.ny.gov/press-release/2024/attorney-general-james-
announces-over-66-million-capital-region-combat-youth 

AG James announced plans to distribute New York State’s 
portion of a settlement reached with JUUL to the Capital 
Region. The $462 million multistate settlement resolved 
claims related to JUUL’s deceptive and misleading marketing 
that targeted young people and glamorized vaping. New York 
State will obtain $112.7 million in settlement funds, which 
will be distributed across counties, BOCES, and the state’s 
five largest cities. Over $6.6 million will be apportioned be-
tween counties and BOCES in the Capital Region to fund 
programs aimed to reduce and prevent underage vaping.

Attorney General James Announces Over $8.8 Million 
for Western New York To Combat Youth Vaping 
Epidemic (June 21, 2024)

https://ag.ny.gov/press-release/2024/attorney-general-james-
announces-over-88-million-western-new-york-combat-youth 

AG James announced plans to distribute New York State’s 
portion of a settlement reached with JUUL to the Western 
New York. The $462 million multistate settlement resolved 
claims related to JUUL’s deceptive and misleading marketing 
that targeted young people and glamorized vaping. New York 
State will obtain $112.7 million in settlement funds, which 
will be distributed across counties, BOCES, and the state’s 
five largest cities. More than $8.8 million will be split between 
counties and BOCES in Western New York to fund programs 
aimed to reduce and prevent underage vaping.

Attorney General James Announces Over $3 Million for 
the North Country To Combat Youth Vaping Epidemic 
(June 21, 2024)

https://ag.ny.gov/press-release/2024/attorney-general-james-
announces-over-3-million-north-country-combat-youth 

AG James announced plans to distribute New York State’s 
portion of a settlement reached with JUUL to the North 
Country. The $462 million multistate settlement resolved 
claims related to JUUL’s deceptive and misleading marketing 
that targeted young people and glamorized vaping. New York 
State will obtain $112.7 million in settlement funds, which 
will be distributed across counties, BOCES, and the state’s 
five largest cities. Over $3 million will be divided between 
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Attorney General James Distributes $27.1 Million to 
New York City To Combat Youth Vaping Epidemic (June 
12, 2024)

https://ag.ny.gov/press-release/2024/attorney-general-james-
distributes-271-million-new-york-city-combat-youth-vaping

AG James announced plans to distribute New York State’s 
portion of a settlement reached with JUUL. The $462 million 
multistate settlement resolved claims related to JUUL’s decep-
tive and misleading marketing that targeted young people 
and glamorized vaping. New York State will obtain $112.7 
million in settlement funds, which will be distributed across 
counties, BOCES, and the state’s five largest cities. More than 
$27.1 million will be split between counties and BOCES in 
New York City to fund programs aimed to reduce and prevent 
underage vaping.

Attorney General James Distributes $16.4 Million to 
Long Island To Combat Youth Vaping Epidemic (June 
12, 2024)

https://ag.ny.gov/press-release/2024/attorney-general-james-
distributes-164-million-long-island-combat-youth-vaping 

AG James announced plans to distribute New York State’s 
portion of a settlement reached with JUUL to Long Island. 
The $462 million multistate settlement resolved claims re-
lated to JUUL’s deceptive and misleading marketing that tar-
geted young people and glamorized vaping. New York State 
will obtain $112.7 million in settlement funds, which will be 
distributed across counties, BOCES, and the state’s five larg-
est cities. Over $16.4 million will be divided between coun-
ties and BOCES on Long Island to fund programs aimed to 
reduce and prevent underage vaping.

Attorney General James Helps Secure $700 Million 
From Johnson & Johnson Over Products That 
Contained Dangerous Talcum Powder (June 11, 2024)

https://ag.ny.gov/press-release/2024/attorney-general-james-
helps-secure-700-million-johnson-johnson-over-products 

AG James, alongside a bipartisan coalition of 42 attorneys 
general, announced a $700 million settlement with Johnson 
& Johnson (J&J) for misleading consumers about the safety 
of baby and body powder products containing talcum pow-
der, which have been linked to serious health risks like ovar-
ian cancer. New York will receive $44 million as part of the 
settlement, which also requires J&J to stop selling talc-based 
products in the United States.

Attorney General James Announces Over $7.4 Million 
to the Finger Lakes Region To Combat Youth Vaping 
Epidemic (June 18, 2024)

https://ag.ny.gov/press-release/2024/attorney-general-james-
announces-over-74-million-finger-lakes-region-combat 

AG James announced plans to distribute New York State’s 
portion of a settlement reached with JUUL to the Finger 
Lakes Region. The $462 million multistate settlement re-
solved claims related to JUUL’s deceptive and misleading 
marketing that targeted young people and glamorized vap-
ing. New York State will obtain $112.7 million in settlement 
funds, which will be distributed across counties, BOCES, and 
the state’s five largest cities. More than $7.4 million will be 
divided between counties and BOCES in the Finger Lakes 
Region to fund programs aimed to reduce and prevent under-
age vaping.

Attorney General James Announces Over $4.7 Million 
to Central New York To Combat Youth Vaping Epidemic 
(June 18, 2024)

https://ag.ny.gov/press-release/2024/attorney-general-james-
announces-over-47-million-central-new-york-combat-youth 

AG James announced plans to distribute New York State’s 
portion of a settlement reached with JUUL to Central New 
York. The $462 million multistate settlement resolved claims 
related to JUUL’s deceptive and misleading marketing that 
targeted young people and glamorized vaping. New York 
State will obtain $112.7 million in settlement funds, which 
will be distributed across counties, BOCES, and the state’s 
five largest cities. Over $4.7 million will be apportioned be-
tween counties and BOCES in Central New York to fund 
programs aimed to reduce and prevent underage vaping.

Statement From Attorney General James on Supreme 
Court Decision That Maintains Access to Mifepristone 
(June 13, 2024)

https://ag.ny.gov/press-release/2024/statement-attorney-gen-
eral-james-supreme-court-decision-maintains-access 

AG James released a statement praising the U.S. Supreme 
Court’s decision in FDA v. Alliance for Hippocratic Medicine, 
which reversed a lower court ruling that would have restricted 
access to mifepristone, a drug used in medication abortions. 
AG James previously led a coalition of 24 attorneys general 
in an amicus brief supporting the FDA’s approval of mife-
pristone as safe and effective, and emphasizing the potential 
harms of limiting its availability.
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Attorney General James Applauds Decision Protecting 
Health Insurance Coverage for Abortion Care (May 21, 
2024)

https://ag.ny.gov/press-release/2024/attorney-general-james-
applauds-decision-protecting-health-insurance-coverage 

AG James released a statement praising the New York State 
Court of Appeals’ decision in Roman Catholic Diocese of Al-
bany v. Vullo, which upheld the state’s law requiring health 
insurers to cover abortion care. The ruling affirmed that em-
ployer-provided health insurance must include medically nec-
essary abortion services. 

New York State Office of the Medicaid Inspector 
General Update
Compiled by Dena M. DeFazio

OMIG-Assisted Investigation Leads to Arrests, Indictments 
of Orange County Medical Transportation Company 
Operators for Roles in $2.3 Million Medicaid Fraud 
Scheme – July 9, 2024

https://omig.ny.gov/news/2024/omig-assisted-investigation-
leads-arrests-indictments-orange-county-medical.

OMIG Assists in Investigation that Leads to Arrest, 
Indictment of Medical Transportation Company Owner 
for Alleged $1 Million Medicaid Fraud Scheme – July 9, 
2024

https://omig.ny.gov/news/2024/omig-assists-investigation-
leads-arrest-indictment-medical-transportation-company-
owner.

OMIG’s Investigative Efforts Help Lead to Arrests, 
Indictments of Medicaid Transportation Operators for 
Roles in Medicaid Fraud Schemes – July 1, 2024

https://omig.ny.gov/news/2024/omigs-investigative-efforts-
help-lead-arrests-indictments-medicaid-transportation.

Attorney General James Announces Historic 
Agreement With Northwell To Help More New Yorkers 
Receive Financial Assistance for Medical Care (June 4, 
2024)

https://ag.ny.gov/press-release/2024/attorney-general-james-
announces-historic-agreement-northwell-help-more-new 

The OAG announced an agreement with Northwell Health 
to improve access to financial assistance for uninsured and 
underinsured New Yorkers. The agreement ensures individu-
als earning under five times the federal poverty level ($75,300 
for individuals, $156,000 for a family of four) will be eligible 
for free or discounted care at Northwell’s 21 hospitals and 56 
clinics. Northwell will also reduce medical debt collection ef-
forts and simplify financial assistance notices, providing criti-
cal relief to low-income patients.

Attorney General James Appoints New York City 
Public Health Advocate Tracie M. Gardner to Opioid 
Settlement Board (May 30, 2024)

https://ag.ny.gov/press-release/2024/attorney-general-james-
appoints-new-york-city-public-health-advocate-tracie-m 

AG James appointed Tracie M. Gardner to the Opioid 
Settlement Fund Advisory Board, which is responsible for ad-
vising on the distribution of over $2.7 billion secured from 
opioid manufacturers and distributors. Gardner, a nationally 
recognized public health expert with over 30 years of expe-
rience, will focus on ensuring equitable access to treatment, 
especially in communities of color disproportionately affected 
by the opioid crisis. Gardner co-directs the National Black 
Harm Reduction Network and previously worked with the 
Legal Action Center.

Attorney General James Secures Over $10 Million From 
Health Care Companies for Failing To Provide Care to 
New Yorkers (May 23, 2024)

https://ag.ny.gov/press-release/2024/attorney-general-james-
secures-over-10-million-health-care-companies-failing 

The OAG announced a $10.1 million settlement with 
RiverSpring Living Holding Corp. and ElderServe Health, 
Inc. for billing Medicaid for services never provided to seniors 
in New York City and surrounding counties. From 2012 to 
2017, RiverSpring and ElderServe collected millions from 
Medicaid without delivering or documenting required care 
for members of their Managed Long Term Care Plan.The un-
derlying case was initiated by a whistleblower under the False 
Claims Act, and the settlement will result in $6 million being 
returned to New York’s Medicaid program.

Margaret M. Surowka is a former 
general counsel at the New York State 
Dental Association with over 30 years 
of legal experience. She routinely coun-
sels clients facing Medicaid, Medicare, 
and other governmental investigations 
and audits as well as assists with em-
ployment and contract matters. She 
trains governing boards with respect to 
the not-for-profit law and governance 
issues and is a long-serving member of 
the Board of the National Society of 

Dental Practitioners. Margaret is also chair of the Hubbard Hall 
Center for the Arts and Education in Cambridge, N.Y.
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For Your Information
By Claudia O. Torrey

A Few Informational Highlights
*The theme for this Journal is digital health, which begs 

the question, What is Digital Health? According to “Con-
tinuum” of CareCloud.com, digital health and/or digital 
healthcare (DH) refers to a broad multidisciplinary concept 
reflecting the intersection of technology and healthcare. DH 
necessarily includes wearable technology, telemedicine, mo-
bile health (mHealth) apps, electronic medical records, and 
electronic health records.1

*The World Health Organization has a global strategy on 
digital health for the years 2020-2025.2 The purpose of this 
global strategy is to promote healthy lives and well-being for 
people everywhere of all ages, via technological products that 
assist people locally, regionally, and/or nationally. As of Febru-
ary 20, 2024, the Global Initiative on Digital Health (GIDH) 
mission statement seeks to foster improved alignment in the 
digital health sector providing governments and partners 
tools, building blocks, and platforms as needed for sustain-
able health system digitalization.3 The GIDH also seeks to 
support the aforementioned global strategy.

*In a recent 2024 report,4 The Commonwealth Fund re-
ports that the United States ranks last among comparable 
industrialized countries regarding access, outcomes, and ad-
ministrative efficiency; thus the United States seems to spend 
the most on health care while receiving the least for its invest-
ment.5 One report bright spot appears to be efforts in pre-
vention, safety, and patient engagement.6 One could perhaps 
argue that more utilization of digital health could potentially 
increase both health access and outcomes, while lowering 
health costs.

*Electronic health record vendors Epic and Oracle Health 
have recently “signed on” to a United States Department of 
Veteran Affairs (VA) Interoperability Pledge.7 The goal of 
the pledge is to boost information exchange between VA fa-
cilities and participating health systems, thereby improving 
care coordination for veterans receiving care at both the VA 
and within their communities.8 Some of the health systems 

that are a part of this pledge include Kaiser Permanente, 
Emory Healthcare, Mass General Brighham, and Tufts Medi-
cine.9 Thus, Epic and Oracle are promising that all of their 
hospital clients will be able to connect to VA systems for more 
efficient data sharing.10 

*The title of the 2024 keynote address at the Healthcare 
Information and Management Systems Society Meeting was 
“Smart Hospital Revolution: Redefining Patient Care with 
Technology.”11 Leaders from Samsung Electronics explored 
the concepts of digital health tools, robotics, and other in-
novative technologies for healthcare.
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1.	 https://www.carecloud.com/continuum. 

2.	 Digital Health, World Health Organization (last accessed Nov. 15, 
2024), https://www.who.int/health-topics/digital-health#tab=tab_1.

3.	 Global Initiative on Digital Health, World Health Organization (last 
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In the New York State Courts
By Dayna B. Tann and Marc A. Sittenreich

First Department Rules That Health Care 
Providers Must Offer Conclusive Evidence That 
the Plaintiff’s Care Was Specifically Impacted by 
Their Response to the COVID-19 Pandemic in 
Order To Assert Immunity Under the EDPTA on a 
Motion To Dismiss
Holder v. Jacob, 216 N.Y.S.3d 134 (1st Dep’t 2024)

In March 2020, in response to COVID-19’s impact on the 
operation of New York State’s health care facilities, the gover-
nor issued numerous executive orders modifying or suspend-
ing various provisions of law to facilitate the state’s collective 
response to the disaster. Among them was Executive Order 
202.10, issued March 23, 2020, which temporarily modified 
or suspended several provisions of the Education Law and 
granted health care providers “immun[ity] from civil liability 
for any injury or death alleged to have been sustained directly 
as a result of an act or omission by such medical professional 
in the course of providing medical services in support of the 
State’s response to the COVID-19 outbreak.”

Subsequently, the New York State Legislature enacted the 
Emergency or Disaster Treatment Protection Act (EDPTA), 
which afforded immunity from civil and criminal liability 
to health care facilities and professionals that might have re-
sulted from treatment of individuals during the COVID-19 
emergency. The version of the statute in effect at the time 
relevant to this action set forth the following three elements 
a medical provider must show to demonstrate entitlement to 
immunity: (a) the facility or professional was “arranging for 
or providing health care services pursuant to a COVID-19 
emergency rule or otherwise in accordance with applicable 
law”; (b) the “act or omission occur[red] in the course of ar-
ranging for or providing health care services” and the patient’s 
treatment is “impacted” by the provider’s “decisions or activi-
ties in response to or as a result of the COVID-19 outbreak 
and in support of the state’s directives”; and (c) the facility or 
professional is “arranging for or providing health care services 
in good faith.”

Plaintiff is a patient who fell and sustained a brain hemor-
rhage while being treated at Montefiore Medical Center in 
April 2020. He brought a medical malpractice action against 
the hospital, two of its physicians, and one of its nurses in the 
Supreme Court of the State of New York, County of Bronx. 
Defendants moved to dismiss, arguing that they were immune 

from liability under the EDPTA and Executive Order 202.10. 
In support of their motion, defendants filed over 7,000 pages 
of medical records, affidavits from each defendant provider, 
and an affidavit from the hospital’s chief quality officer and 
vice president, which described the numerous operational 
strains the COVID-19 virus had inflicted on the hospital.

The Supreme Court denied defendants’ motion, finding 
that they had not conclusively established their defense inso-
far as they failed to demonstrate that the pandemic affected 
plaintiff’s treatment “such that his condition could not be 
properly diagnosed and promptly treated,” or that the alleged 
departures in medical care “were the result of a direct impact 
from defendants’ response to the pandemic.” Defendants 
appealed. 

The First Department observed that a CPLR 3211(a)(7) 
motion is typically focused strictly on the sufficiency of the 
facts in the pleadings. Because defendants submitted affida-
vits and other evidentiary materials, the court’s focus was “no 
longer merely on the adequacy of the complaint’s allegations,” 
and the “evidence [submitted] must conclusively establish a 
defense to plaintiff’s claims as a matter of law.” In other words, 
the court’s inquiry changed “from whether the pleader has 
stated a cause of action to whether the pleader has a cause of 
action amenable to relief.”

The First Department held that, of the three conditions 
imposed by the EDPTA, there was “no question that the de-
fendants were arranging for or providing health care services 
as per the statute, and were doing so in good faith.” Accord-
ingly, the court needed to consider only whether defendants 
conclusively established the second condition for immunity 
under the statute: whether “the treatment of [Plaintiff was] 
impacted by [Defendants’] decision or activities in response 
to or as a result of the COVID-19 outbreak.”

The court asserted that a “statute conferring immunity 
must be strictly construed” and “the applicability of the de-
fense, itself, requires a fact-intensive inquiry.” While the court 
noted other defendants had made the requisite showing on a 
motion to dismiss, it found that defendants’ evidentiary sub-
mission – which “described numerous and pervasive systemic 
changes to hospital operation and patient care occasioned by 
the pandemic” – merely “suggested” that plaintiff’s treatment 
was impacted by the hospital’s response to the COVID-19 
outbreak, but did not conclusively prove such impact, as re-
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ity is ‘more than a de minimis part of the business activity on 
the premises or in the building to be sealed.’” Within five 
days after a sealing order is issued, the business is entitled to 
a hearing before the New York City Office of Administrative 
Trials and Hearings (OATH), which submits a recommenda-
tion to the sheriff’s office as to whether the order was prop-
erly granted. Within four days of the recommendation, the 
sheriff’s office must decide whether the order will be lifted or 
remain in place for one year or until the business submits suf-
ficient evidence that the unlicensed activity has been abated. 
The sheriff’s final determination is subject to review before 
the New York State Supreme Court under CPLR Article 78.

The District Court then addressed plaintiffs’ procedural 
due process challenge and concluded that they were unlikely 
to succeed on the merits. While it was undisputed that plain-
tiffs had a “property interest in their ability to operate their 
businesses other than the unlicensed sale of cannabis” – and 
the “general rule” is that “a party cannot invoke the power of 
the state to seize a person’s property without a prior judicial 
determination that the seizure is justified” – the court found 
sufficient process was afforded to businesses to contest the 
sealing orders before a final decision is made.

To determine whether “the demands of the Due Process 
Cause are satisfied” despite the state’s “possession of property 
before final judgment is rendered,” the District Court turned 
to the three-factor test articulated by the Supreme Court in 
Matthews v. Eldridge, 424 U.S. 319, 335 (1976). The court 
found that the first factor – “the private interest that will be 
affected by the official action” – weighed in favor of plaintiffs, 
as they had a significant interest in operating their businesses 
for purposes other than the unlicensed sale of cannabis. How-
ever, the court found that the second Mathews second factor – 
“the risk of an erroneous deprivation of such interest through 
the procedures used” – weighed in favor of the city, as it found 
this risk to be low. In addition to the fact that the sheriff must 
determine both that the business engaged in the unlicensed 
sale of cannabis and that it poses an imminent threat to the 
public health, safety, and welfare, the court explained that the 
“OATH hearings provide a meaningful opportunity to be 
heard to challenge sealing orders issued in error,” including 
the ability to be represented by counsel, present evidence, and 
cross-examine the officer who issued the order. The court not-
ed that the whole administrative “process lasts approximately 
nine days,” after which the businesses can seek judicial re-
view – including a preliminary injunction – in state Supreme 
Court. Lastly, the court found that the third Mathews factor 
– “the Government’s interest” – weighed in favor of the city, 
as it has a “manifestly important and urgent interest in clos-
ing the unlicensed cannabis shops that pose immediate risk 
to the public.”

quired under CPLR 3211(a)(7). The court noted that “only 
minimal discovery had been conducted at the time the mo-
tion was made,” and thus it was “premature” for the court to 
determine whether defendants were entitled to immunity.

Lastly, the court rejected defendants’ argument that Ex-
ecutive Order 202.10 provided an independent basis for 
complete immunity warranting dismissal of the complaint. 
The court observed that “several courts” had concluded that 
“the EDTPA was a codification of the immunity contained in 
Executive Order 202.10” and thus “the Executive Order was 
‘subsumed’ into the EDPTA.” While the First Department 
did not expressly adopt that theory, it held that defendants 
could not succeed on their immunity argument under Execu-
tive Order 202.10 because they “had not established entitle-
ment to such immunity under the EDTPA.”

District Court Greenlights New York City 
Administrative Scheme Authorizing the Sheriff 
To Issue Pre-Hearing Sealing Orders Against 
Businesses Found To Be Selling Cannabis 
Without a License
Moon Rocket Inc. v. City of New York, No. 24 Civ. 4519, 2024 
WL 3454901 (S.D.N.Y. Jul. 18, 2024)

In March 2021, the New York State Legislature legalized 
and regulated adult-use cannabis by enacting the Marihuana 
Regulation and Taxation Act (the MRTA or the “Canna-
bis Law”). On April 20, 2024, the Legislature amended the 
MRTA and added § § 7-551 and 7-552 to New York City’s 
Administrative Code (the “NYC Admin. Code”), empower-
ing the Office of the City Sheriff to inspect, issue summonses 
to, and seal the premises of businesses that it finds to be sell-
ing cannabis without a license.

Plaintiffs are 27 businesses subject to sealing orders issued 
by the sheriff under this enforcement scheme. They filed suit 
under 42 U.S.C. § 1983 against the city and various city of-
ficials in the United States District Court for the Southern 
District of New York, alleging a deprivation of their 14th 
Amendment procedural due process rights. Plaintiff moved 
for a preliminary injunction prohibiting the city from enforc-
ing N.Y.C. Admin. Code § § 7-551 and 7-552 and allow-
ing their businesses to reopen pending the outcome of their 
lawsuit.

The District Court began its decision on plaintiffs’ pre-
liminary injunction motion with an overview of the enforce-
ment scheme. Under NYC Admin. Code § 7-551, the sheriff 
can “issue and execute an order to seal a premises where any 
business is engaged in conduct prohibited by [the Cannabis 
Law] and which poses an imminent threat to public health, 
safety, and welfare.” Pursuant to Cannabis Law § 138-b(6), a 
sealing order may be issued only where the “unlicensed activ-
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implied private right of action under the CARES Act.” The 
court placed particular emphasis on the Ninth Circuit’s deci-
sion in Saloojas, Inc. v. Aetna Health of California, Inc., 80 
F.4th 1011, 1016 (9th Cir. 2023), which noted that for de-
cades the Supreme Court has been hesitant to find an implied 
private right of action where Congress did not expressly create 
one. The court was equally swayed by the fact that both the 
CARES Act and the FFCRA vested enforcement power in 
various federal agencies, namely the secretaries of health and 
human services, labor, and the treasury. Citing Saloojas, the 
court found the “fact that these provisions provide an enforce-
ment mechanism but only through the Secretaries suggests a 
lack of congressional intent to create a private right of action 
for providers.”

The court also rejected plaintiff’s effort to create “a false de-
termination of congressional intent” by counting itself among 
the “class” for whose benefit the statute was enacted simply 
because the CARES Act requires insureds to pay its posted 
rates. In doing so, the court found that “the obvious purpose 
of this provision of the CARES Act was to encourage patients 
. . . to get tested by relieving them of financial concern that 
might deter them from obtaining such testing.” In the court’s 
view, plaintiff was, at most, a “collateral beneficiary” of the 
statute, because there was “no crisis in the laboratory testing 
industry that Congress sought to remedy by passing” it. Thus, 
the court dismissed plaintiff’s CARES Act claims. 

The court then turned to plaintiff’s three “breach of con-
tract” claims – two of which, it noted, were actually equitable 
in nature. To the extent these claims arose under ERISA-gov-
erned health plans, the court agreed with defendants that all 
three were preempted, and that plaintiff was bound by the 
resolution procedures set forth in ERISA or in the plans them-
selves. On this issue, the court noted that the relevant provi-
sions of both the CARES Act and the FFCRA incorporate 
ERISA when they are applied to ERISA-governed plans, and 
that the statutory “requirement of COVID-19 testing cov-

In light of “the low risk of erroneous deprivation and the 
substantial government interest in protecting public safety,” 
the District Court concluded that N.Y.C. Admin. Code § § 
7-551 and 7-552 “provide adequate procedural protections 
to guarantee plaintiffs’ due process rights under the 14th 
Amendment.” Because it found that plaintiffs were unlikely 
to succeed on the merits, it denied their motion for a prelimi-
nary injunction.

Eastern District of New York Holds That 
There Is No Private Right of Action To Seek 
Reimbursement for COVID-19 Testing Under the 
CARES Act and the FFCRA
Biodiagnostic Labs, Inc. v. Aetna Health Inc. (New York), No. 
23 Civ. 9570, 2024 WL 3106169 (E.D.N.Y. June 23, 2024)

Plaintiff, a medical testing laboratory, brought eight sepa-
rate actions against various health insurers (collectively, “de-
fendants”) in the United States District Court for the Eastern 
District of New York, seeking full or partial payment for CO-
VID-19 tests it conducted on behalf of defendants and their 
affiliates’ insureds. All defendants moved to dismiss on similar 
grounds, prompting the court to consolidate the cases for de-
cision on defendants’ motions.

Plaintiff is out-of-network with all of defendants’ health 
plans. Between the onset of the COVID-19 pandemic and 
May 2023, plaintiff provided thousands of COVID tests to 
defendants’ insureds. Patients assigned their right to insur-
ance coverage for the tests to plaintiff, who in turn submit-
ted claims for out-of-network reimbursement to defendants. 
Defendants reimbursed many of plaintiffs’ claims at the rates 
posted on plaintiff’s website. On other claims, however, de-
fendants did not pay anything or did not pay in full. In all 
eight lawsuits, plaintiff sought additional reimbursement on 
those allegedly unpaid and underpaid claims.

In each lawsuit, plaintiff’s Fourth Cause of Action as-
serted a right to payment under the Coronavirus Aid, Re-
lief, and Economic Security Act (the “CARES Act”) and its 
companion statute, the Families First Coronavirus Response 
Act (FFCRA). Under the CARES Act, health insurers must 
reimburse out-of-network diagnostic tests “in an amount that 
equals the cash price for such service as listed by the provider 
on a public internet website.” Defendants moved to dismiss 
this claim, arguing the statute does not create a private right 
of action and may only be enforced by the appropriate federal 
agencies. The court agreed. 

Surveying decisions from similar cases in various federal 
courts across the country, the court observed that “[i]n every 
instance, the courts, including the Ninth Circuit (the only 
Court of Appeals to have considered the issue), have dismissed 
[such suits] on the ground that there is neither an express nor 
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NPDB regarding the hospital’s concerns about her character 
and honesty. Plaintiff disputed the restrictions on her clinical 
privileges and requested an administrative hospital hearing. 
That hearing was still ongoing when plaintiff commenced her 
suit. Plaintiff claimed her employment was subsequently ter-
minated after she refused to resign.

Defendants moved to dismiss the complaint. They argued, 
among other things, that the court lacked subject matter ju-
risdiction over plaintiff’s claims because of her failure to com-
ply with the administrative grievance procedure required by 
Public Health Law (PHL) § 2801-b.

The court reviewed the statutory procedure under which a 
physician may challenge a termination of hospital privileges 
and observed that such procedure requires a physician to first 
file a complaint with the Public Health and Health Planning 
Council (PHHPC) for review. Only after PHHPC review is 
exhausted may the physician seek redress in court. The court 
noted that where a physician asserts claims based on a hospi-
tal’s allegedly wrongful withdrawal of staff privileges, regard-
less of whether such claims seek damages or reinstatement, 
the court lacks subject matter jurisdiction to entertain them 
until the claims have been reviewed by the PHHPC under the 
procedure provided by PHL § 2801-b. 

Plaintiff argued that her complaint was not subject to dis-
missal, as it sought to redress the discrimination to which she 
was allegedly subjected, rather than challenge the termination 
of her privileges and reinstatement of her hospital privileges. 
However, the court determined that because plaintiff’s claims 
arose from, among other things, the restriction of her hospital 
privileges, and plaintiff had not yet exhausted her administra-
tive remedies with the PHPPC, it did not have subject matter 
jurisdiction over her claims. The court found that it could not 
extrapolate the restriction of plaintiff’s hospital privileges from 
her complaint, because to do so would leave the complaint 
devoid of actionable injury. In other words, the court held 
that the restriction of plaintiff’s privileges was “inextricably 
linked” to the alleged wrongful demotion and termination.

Finally, the court dismissed plaintiff’s defamation claim. 
The court found that the alleged defamatory statements – 
concerning the hospital’s concerns over plaintiff’s “character” 
and “honesty” – constituted non-actionable opinion.

(Editors’ Note: Garfunkel Wild, P.C. represented the de-
fendants in the Joseph action.)

erage is [therefore] intended to interlock with ERISA.” The 
court’s finding was supported by reference to both Saloojas 
and decisions from various federal district courts in New Jer-
sey, Minnesota, and California. 

Finally, the court confronted the claims arising under non-
ERISA plans. But first, the court remarked that “no one, at 
least for purposes of these motions, seems to know” which 
claims fall under ERISA plans and which do not. The court re-
jected defendants’ attempt to saddle plaintiff with the burden 
of “separately plead[ing] claims that fall under non-ERISA 
governed policies,” because defendants have ready access to 
the relevant plan documents and are better-positioned to 
make this determination. Yet, this missing information was of 
no moment, because the court – having dismissed the ERISA-
based claims at the pleading stage – found no basis to ex-
ercise supplemental jurisdiction over the non-ERISA claims. 
Indeed, the court held that the non-ERISA claims are simple, 
state-law breach of contract claims, and that merely incorpo-
rating the CARES Act’s “pricing mechanism” was insufficient 
to confer federal jurisdiction. Because “any reference to the 
CARES Act will be only to measure what damages plaintiff 
is owed,” the non-ERISA claims would have “no substantial 
impact on federal law” and therefore belonged in state court.

Court Dismisses Physician’s Discrimination 
Claims for Failure To Exhaust Her Administrative 
Remedies With the Public Health and Health 
Planning Council
Joseph v. NYU Grossman School of Medicine,  
No. 650521/2024, 2024 WL 4068660 (Sup. Ct., N.Y. 
County Sept. 5, 2024)

Plaintiff, the former chief of trauma and acute care surgery 
at NYU Langone Hospital, filed suit in the Supreme Court of 
the State of New York, County of New York against the hos-
pital and various individuals under the New York State Hu-
man Rights Law (NYSHRL). Plaintiff claimed that she was 
subjected to discrimination due to her race and gender, pur-
portedly resulting in her demotion, restrictions being placed 
on her hospital privileges, and the termination of her employ-
ment. Plaintiff also contended that the hospital’s report to the 
National Practitioner Data Bank (NPDB) concerning the re-
striction on her hospital privileges was defamatory.

Plaintiff alleged that during her employment, she was 
treated disparately from her male colleagues and witnessed 
“rampant misogyny and racism” from hospital staff. Plaintiff 
contends that the hospital purportedly demoted her, with-
out notice or cause, while promoting less qualified white male 
doctors. According to plaintiff, the hospital suspended and 
restricted her privileges without just cause, based on surgical 
complications for which similarly situated male colleagues did 
not lose hospital privileges, and submitted a false report to the 
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SS’s employee health plan,” and did not make any indepen-
dent promise of payment. First, plaintiff alleged that when 
the plan provides out-of-network benefits, “Cigna determines 
the amount Cigna will allow for a covered service to an out-
of-network provider.” Thus, plaintiff “understood,” during 
the pre-surgery calls, that “the extent of Cigna’s obligations 
to [it] would be defined by the plan’s terms.” Second, plaintiff 
alleged that Cigna represented the rate of reimbursement for 
“covered services rendered to SS,” and not the rate it would 
pay for the specific services in question. The court found the 
term “covered services” to signal that “any duty Cigna had 
to pay” plaintiff “was based on Cigna’s obligations as claims 
administrator for SS’s plan.”

Alternatively, plaintiff contended that the District Court 
should not have considered an excerpt from SS’s Summary 
Plan Description – which demonstrated the plan is governed 
by ERISA – because that document was not attached to or 
expressly incorporated by reference into the complaint. The 
Second Circuit rejected this argument as a well, as plaintiff’s 
complaint “presupposes the existence of a relationship be-
tween Cigna and SS though a health insurance plan,” and 
because the threshold questions of “whether SS’s plan was an 
ERISA-regulated plan” and whether plaintiff “was the recipi-
ent of any duty” thereunder were “necessary to resolve” at the 
pleading stage.

Second Circuit Finds State Law Claims Based on 
Plan Administrator’s Promise of Payment to Out-
of-Network Provider Preempted by ERISA Where 
the Administrator Simply Relayed Terms of the 
Applicable Health Plan
Park Ave. Podiatric Care, P.L.L.C. v. Cigna Health & Life Ins. 
Co., No. 23-1134, 2024 WL 2813721 (2d Cir. June 3, 2024)

Plaintiff is a New York-based health care provider that does 
not participate in the provider network maintained by Cigna 
Health Life Insurance Company (“Cigna”). In 2019, plaintiff 
performed various foot surgeries on “SS,” a beneficiary of an 
employee health plan administered by Cigna. Before perform-
ing those surgeries, plaintiff contacted Cigna by telephone 
to inquire about the payment it would receive as an out-of-
network provider. Cigna informed plaintiff that “payment for 
covered services rendered to SS was based upon 80 percent of 
the customary rate.” Plaintiff billed Cigna $197,350 for the 
surgeries but was paid only $7,199, far less than the amount 
purportedly promised.

Plaintiff brought an action against Cigna in the United 
States District Court for the Southern District of New York, 
asserting state law claims for breach of contract, unjust en-
richment, promissory estoppel, and violation of New York’s 
Prompt Pay Law. Cigna moved to dismiss the complaint on 
the ground that plaintiff’s state law claims are preempted 
by the Employee Retirement Income Security Act of 1974 
(ERISA), which governs SS’s health plan. The District Court 
granted Cigna’s motion, and plaintiff appealed.

The Second Circuit observed that ERISA has an express 
preemption provision, under § 514(a), which specifies that 
the statute “supersedes or preempts all state laws insofar as 
they ‘relate to any employee benefit plan.’” The Supreme 
Court has interpreted § 514(a) to “preempt[] state common 
law claims that seek to rectify ‘alleged improper processing of 
a claim for benefits under’ ERISA-regulated plans.” Claims 
“relate to” an ERISA-governed plan where they have “a con-
nection with or reference to” an ERISA plan or where the 
“existence” of an ERISA plan “is a critical factor in establish-
ing liability.”

Plaintiff’s primary argument, on appeal, was that the Dis-
trict Court improperly found its claims preempted because 
they were “not related to an ERISA-governed plan.” Plaintiff 
contended that its claims were based a “separate legal duty 
that arose from the commitment Cigna made . . . during the 
pre-surgery phone calls” to provide reimbursement “based on 
the industry’s customary rate.”

The Second Circuit rejected this argument, finding that 
plaintiff’s own pleading made clear that Cigna merely “com-
municated the terms of SS’s out-of-network coverage under 
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Digital Health Applications: Use Cases and Regulatory 
Overview
By Emma Carey, Michael Purcell, and Jonathan Walland

I. Introduction
Digital health technologies (DHTs) refer to a broad uni-

verse of transformative technologies that hold the promise of 
revolutionizing the way individuals access and manage their 
health care. The U.S. Food and Drug Administration (FDA) 
has offered a broad definition of the term that captures just 
how varied the uses of such technologies can be:

Digital health technologies use computing 
platforms, connectivity, software, and sen-
sors for health care and related uses. These 
technologies span a wide range of uses, from 
applications in general wellness to applica-
tions as a medical device. They include tech-
nologies intended for use as a medical prod-
uct, in a medical product, as companion 
diagnostics, or as an adjunct to other medi-
cal products (devices, drugs, and biologics). 
They may also be used to develop or study 
medical products.1

While industry efforts to increase the development and 
uptake of digital health technologies DHTs predates the CO-
VID-19 pandemic, the need for novel solutions to facilitate 
the provision of health care during the public health emer-
gency drastically increased the pace of innovation and the 
recognition by regulators of the unique benefits that such 
technologies can provide. Regulators have freely acknowl-
edged the various benefits of expanded DHT use, including 
the potential to increase access to care and convenience for 
patients – particularly for vulnerable patient populations like 
those in low-income and rural locations, as well as those ex-
periencing infectious diseases or suffering from weakened im-
mune systems

Individuals who reside in low-income communities often 
face various deleterious social determinants of health, which 
are non-medical factors that can negatively influence health 
outcomes. Some examples of social determinants of health in-
clude income and social protection, unemployment and job 
insecurity, working life conditions, food insecurity, housing, 
basic amenities and the environment, and access to affordable 
health services of decent quality. These adverse social deter-
minants can make it difficult for patients to attend doctors’ 
appointments due to lack of transportation, inability to take 
time off work, or the impact of disabilities. DHTs hold the 
promise to reduce or eliminate some of these barriers by al-

lowing patients to attend their medical appointments elec-
tronically in the comfort of their own home or office. Indi-
viduals who reside in rural communities often have similar 
impediments to health care. According to a recent study by 
University of Pennsylvania’s Wharton Health Care Manage-
ment Alumni Association:

Compared with urban populations, rural 
residents generally have higher poverty rates, 
a larger elderly population, tend to be in 
poorer health, and have higher uninsured 
rates than urban areas. At the same time, 
rural areas often have fewer physician prac-
tices, hospitals, and other health delivery 
resources. These socioeconomic and health 
care challenges place rural populations at a 
disadvantage for receiving safe, timely, effec-
tive, equitable, and patient-centered care.2 

Beyond rural and low-income populations, other vulner-
able patient populations like patients with infectious diseases, 
weakened immune systems, or other health issues making in-
person care provision more dangerous may similarly benefit 
from the increased use of DHTs.

Another meaningful benefit that DHTs promise is the op-
portunity to maximize efficiencies for health care providers 
(HCPs).3 Various DHTs offer opportunities to minimize day-
to-day workload for HCPs by, among other things, increasing 
the ease of real-world data collection, offering platforms for 
virtual visits that allow HCPs to see more patients in a day, 
and streamlining the integration of data into electronic pa-
tient charts and minimizing the need for providers to spend 
time on clerical or administrative tasks.

Given these wide-ranging benefits, regulators like FDA, 
the Centers for Medicare & Medicaid Services (CMS), the 
U.S. Department of Health and Human Services (HHS) have 
sought to promote the development and use of these tech-
nologies by, among other things, seeking in put on how to 
establish more flexible regulatory frameworks to permit their 
use4 and establishing programs aimed at fostering further in-
novation in this space.5 However, DHT use in the health care 
space is not only forward-looking. From internet-enabled di-
agnostic medical devices to electronic health record (EHR) 
systems to telehealth, many digital technologies are already 
being deployed in the health care field. This article provides 
a discussion of current clinical uses of digital health in hos-
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or other similar or related article, including 
any component, part, or accessory, which is 
. . . [among other things] intended for use 
in the diagnosis of disease or other condi-
tions, or in the cure, mitigation, treatment, 
or prevention of disease, in man or other 
animals, or intended to affect the structure 
or any function of the body of man or other 
animals.9

In 2016, as part of the 21st Century Cures Act, Congress 
clarified the scope of DHTs that qualify as medical devices, 
specifically excepting certain categories of commonly used 
low-risk DHTs from the medical device definition.10 

Under the FDCA’s definition, whether and when a prod-
uct is considered a “medical device” and is therefore subject to 
regulation by FDA turns in large part on the intended use of 
the product; intended use can be established by, among other 
things, the design, function, and capabilities of the product; 
the circumstances surrounding its distribution; and any ex-
press or implied statements made by its developer, manufac-
turer, or distributor.11 This means that a DHT that includes 
a diagnostic algorithm intended to interprets electrocardio-
grams would likely be considered an FDA-regulated medical 
device, whereas a direct-to-consumer app that recommends 
eating more fruits and vegetables to improve overall health 
would not. Less intuitively, however, the variety of consid-
erations impacting a product’s intended use means that it is 
possible that two products with the same functionalities may 
be classified differently – one as a medical device and one as 
a non-medical device – if evidence indicates that they are in-
tended for different uses. For example, a wearable device that 
measures the pulse rate of users may be a medical device if it 
is intended to be used by patients with cardiovascular disease 
to collect data, monitor health status, or inform the provision 
of care, but might not qualify as a medical device if it provides 
less specific data to the user and is only marketed for monitor-
ing the user’s pulse rate during exercise because such a use is 
not related to a specific health purpose.

Given the complexity inherent in assessing whether a 
DHT falls within the definition of medical device – including 

pitals, clinics, and other traditional patient care models, and 
explores the relevant laws that govern their development, ap-
proval, and use. It also discusses ongoing challenges facing 
DHT developers, HCPs, patients, payors, and other industry 
actors in their efforts to continue expanding the use of DHTs 
in patient care.

II. Regulation of DHTs
DHTs are regulated by various government agencies at 

both the federal and state6 level. At the federal level, FDA, 
CMS, the HHS Office for Civil Rights (HHS-OCR), and the 
Federal Trade Commission (FTC) are among the regulators 
with the most significant enforcement authority over certain 
types of DHTs. Collectively, these agencies have established 
frameworks for regulating DHTs throughout their product 
lifecycles that are aimed at facilitating the safe and effective 
development, manufacture, commercialization, distribution, 
and use of DHTs within the health care industry. These regu-
lators have aimed to assist DHT developers and manufactur-
ers in understanding and assessing vital questions throughout 
the development and commercialization processes, including, 
among other things, the threshold question of whether the 
commercialization of a DHT is legally permissible under ex-
isting regulatory frameworks and, assuming so, what techni-
cal, operational, and validation requirements will apply; how 
government and private insurance payors will impact pay-
ment of new DHTs; and whether provision of such technolo-
gies may raise questions under anti-fraud and inducement 
laws, such as the Anti-Kickback Statute.7

A. FDA Regulation

Under the federal Food, Drug, and Cosmetic Act of 1938 
(FDCA) and its implementing regulations, FDA’s Center for 
Devices and Radiological Health (CDRH) has the authority 
to regulate firms who develop, manufacture, repackage, rela-
bel, and/or import medical devices within the United States.8 

1. Scope of FDA Authority Over DHTs

The FDCA defines a medical device as:

an instrument, apparatus, implement, ma-
chine, contrivance, implant, in vitro reagent, 
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appealing to patients and providers, and therefore commer-
cially unviable.

Similarly, inexperienced developers are sometimes tempted 
to seek the easiest and quickest approval pathway, but might 
later find that their chosen pathway is rejected by CDRH 
based on the product risk profile, or while adequate for FDA 
purposes, is insufficient to generate the efficacy and quality 
data needed to support CMS or private payer reimbursement 
decisions. The software and technology start-up strategy of 
developing a “minimum viable product” –  a bare-bones ver-
sion with limited features and functionality, intended to pro-
vide proof of concept and solicit beta tester feedback – often 
doesn’t work in the highly regulated health care field.

B. FTC Regulation

While the FDA’s role in regulation of DHTs is limited to 
those that meet the definition of medical devices, the FTC 
regulates a broader universe of DHTs, sharing jurisdiction 
over medical device DHTs and also wielding regulatory au-
thority over DHTs that do not meet the definition of medi-
cal device. However, the FTC’s scope of regulatory authority 
is more narrow than FDA’s, as it is focused on preventing 
“unfair or deceptive acts or practices,”20 in large part as it re-
lates to product advertising. In terms of digital health, the 
FTC’s responsibility has grown in recent years, particularly in 
the area of direct-to-consumer (DTC) health apps and tools, 
which often fall outside the ambit of HIPAA regulation. 
FTC has stepped up to fill this void by aggressively regulat-
ing DTC DHTs to promote consumer protection by ensur-
ing that product claims and advertisement is not deceptive or 
misleading to patients. 

C. CMS Regulation

CMS’ role in digital health is complex and often relies on 
its function as a significant payor in the U.S. health care mar-
ket. CMS’ efforts to promote equity in the health care system 
through promotion of digital health rely on various regula-
tory approaches, including the “stick” of CMS program rules 
and the “carrot” of CMS funding incentives and reimburse-
ment to support digital health initiatives and pilot programs. 
Outside of Medicare/Medicaid funding, CMS is also bridg-
ing the digital health care gap among those beneficiaries with 
low digital literacy and in lower-income regions. A stated goal 
of CMS’ 2024 Medicare Advantage program is to “develop 
and maintain procedures to identify and offer digital health 
education to enrollees with low digital health literacy to as-
sist with accessing any medically necessary covered telehealth 
benefits.”21

CMS’ role is vital to the successful uptake of DHTs, as 
a key barrier to their expanded use is the difficult process of 
negotiating with CMS and private insurance companies for 
reimbursement for each new digital health product. While 

whether it falls within a statutory exception – FDA has issued 
numerous policy guidance documents to aid DHT develop-
ers and manufacturers in undertaking such assessments.12 If 
a DHT is not a medical device, it falls outside of the scope 
of FDA’s regulatory authority. FDA has also announced its 
intention to engage in a policy of enforcement discretion (i.e., 
to not enforce requirements under the FDCA) for certain 
low-risk DHTs that may qualify as medical devices under the 
FDCA, including certain software to facilitate telemedicine, 
certain functions that perform simple calculations routinely 
used in clinical practice, and certain “coaching” software 
functions that help patients self-manage their health.13

FDA has also established various resources, including the 
Digital Health Center of Excellence,14 to provide additional 
advice and guidance for industry throughout the develop-
ment, commercialization, and use of DHTs.

2. Medical Device Regulatory Framework

When any product, including a DHT, meets the defini-
tion of a medical device, it becomes subject to the regulation 
and oversight of FDA’s CDRH. FDA regulations establish re-
quirements that apply throughout the medical device product 
lifecycle including, but not limited to, premarket notification 
or approval, and product design, development, clinical valida-
tion, and quality management requirements.15 Which FDA 
requirements apply to a given medical device depends on such 
device’s level of risk and attendant classification.

CDRH categorizes medical devices into Class I, II, or III 
classifications, based on their level of risk.16 Class I devices 
are those that present the lowest risk of illness or injury, while 
Class II covers moderate-risk tools. Both Class I and II are 
subject to a less burdensome regulatory process, with the fo-
cus on registration, manufacturing and labelling.17 In con-
trast, Class III devices will typically necessitate generation of 
pre-clinical and clinical data to support a formal approval. A 
notable exception exists for Class III devices that can demon-
strate safety and efficacy by proving substantial equivalence 
to existing “predicate devices.”18 In other cases, a de novo de-
vice can be approved without needing to identify a predicate 
device, based on FDA’s determination that reasonable assur-
ances of safety and effectiveness can be provided by general or 
special controls.19 But the Premarket Notification pathway, 
often referred as 510(k) clearance, in reference to its section 
in the Food, Drug and Cosmetic Act – is often unavailable 
to novel digital health tools that consist of new innovative 
technology, for which there are no precedents and reliance 
on general or special controls is insufficient. This sometimes 
leads to a related pitfall where digital health developers are 
tempted to ‘chase the approval’ by reducing the functionality 
of a digital health tool in order to qualify as a Class I or Class 
II device. Limited function digital health tools may prove un-



NYSBA  Health Law Journal  |  2025  |  Vol. 30  |  No. 1	 27    

rapid growth of telemedicine during the COVID-19 pan-
demic, when CMS improved the ability to obtain reimburse-
ment and waived a number of regulatory requirements that 
had effectively limited widespread adoption. To qualify for 
Medicare telehealth reimbursement, CMS temporarily: (i) 
waived requirements for pre-exiting established relationships 
with the billing HCP; (ii) waived certain patient and HCP lo-
cation requirements for telemedicine; (iii) relaxed technology 
requirements for telehealth encounters, including permitting 
audio-only visits; and (iv) equalized reimbursement for tele-
health visits to the same rate as in-person encounters.27 One 
dataset showed that the number of telemedicine visits went 
from 0.1% of all billable encounters before the pandemic in 
201928 to 4.86% in 2024.29 While some of the CMS reforms 
that encouraged the growth of telehealth during the COVID 
pandemic will be sunset at the end of 2024, others have been 
made permanent.30

D. Regulation Under HIPAA

HHS-OCR is responsible for enforcing the Health Insur-
ance Portability and Accountability Act (HIPAA).31 Although 
HIPAA is commonly viewed synonymous with its most well-
known section, the HIPAA Privacy Rule, which regulates the 
privacy of patients’ health information, the original legislative 
intent of HIPAA, was broader and also included regulations 
focused on electronic health data access, interoperability, and 
portability. As health care and medical records become more 
digitized, these aspects of HIPAA have become more relevant. 
The Health Information Technology for Economic and Clini-
cal Health (HITECH) Act was enacted in 2009 to promote 
the safe use of health information technology and strength-
ened the privacy laws set forth by HIPAA.32 The HITECH 
Act addresses the privacy and security concerns associated 
with the electronic transmission of health information and 
contains provisions that strengthen the civil and criminal en-
forcement of the HIPAA rules.

Digital health technology developers must ensure that 
DHTs subject to the HIPAA Privacy Rule and the HIPAA 
Security Rule are HIPAA-compliant to ensure that a patient’s 
EHR or other health information is inaccessible to anyone 
other than the patient or their health care provider. 

Non-HIPAA covered entities that develop and market 
DHTs should assess whether they might be subject state-level 
regulations or to federal regulation by the FTC or FDA. The 
FDA recently released draft guidance related to quality man-
agement and cybersecurity requirements for FDA-regulated 
medical devices that qualify as “cyber devices.”33 The draft 
guidance stressed that the criteria for cyber devices includes 
technology that is connected to the internet, including medi-
cal devices that incorporate: (i) wireless connectivity such as 
wi-fi or cellular technology, Bluetooth, radiofrequency com-
munication; or (ii) hardwired connectivity capable of con-

some DHT developers have successfully obtained CMS re-
imbursement by going through the lengthy process of seek-
ing a new billing code and then obtaining a national cov-
erage decision, many have been discouraged. Historically, 
new DHTs have needed to qualify under an existing benefit 
category, which can include very narrow eligibility criteria. 
For example, to meet the requirements for “durable medical 
equipment,” a DHT would need to include specific types of 
hardware – which might exclude most software-only tools.

Another option when patients are remotely monitored by 
HCPs in between clinical visits, could be the use of billing 
codes that provide reimbursement for Remote Patient Moni-
toring (RPM), which covers evaluation and management 
of physiological data and Remote Therapeutic Monitoring 
(RTM), which covers review and monitoring of non-physi-
ological data.22 In these examples, the reimbursement is pro-
vided for the service that used the DHT, not for the technol-
ogy itself – and the HCP would need to satisfy all of CMS’s 
requirements for these billing codes.

One potential solution on the horizon, is the allocation of 
new funding for DHTs that meet the threshold for “break-
through products” under the Ensuring Access to Breakthrough 
Products Act of 2024 (H.R. 1691).23 This legislation will al-
low DHTs that qualify as breakthrough medical devices to 
receive four years of transitional reimbursement, with built-in 
requirements for CMS to create permanent reimbursement 
codes once FDA approval is granted.

CMS has similarly created a pilot for transitional coverage 
for breakthrough devices, under the Medicare Transitional 
Coverage for Emerging Technologies (TCET) program,24 

which was published in the Federal Register in August 2024. 
One helpful aspect of the TCET program is the creation of 
a process for submitting a non-binding letter of intent, alert-
ing CMS 18-24 months in advance, that a DHT developer is 
seeking FDA approval for their product. This advance plan-
ning may allow more meaningful pre-launch planning and 
coordination between CMS, FDA, and DHT developers, to 
reduce regulatory and reimbursement uncertainty – which 
have proven to be key challenges for digital health.

History has shown that DHTs have not always been em-
braced until adoption is nurtured by regulatory reform or the 
availability of funding whether in the form of payor cover-
age, reimbursement, or incentive payments. In 2009, the 
American Recovery and Reinvestment Act provided of $27 
billion in CMS funding payments for hospitals and clinics 
that adopted EHRs and could demonstrate satisfying cer-
tain criteria for “meaningful use” and attainment of related 
clinical quality measures.25 This led to explosive growth in 
the deployment and use of EHR systems in the U.S., which 
according to one study, grew from 6.6% of U.S. hospitals in 
2009 to 81.2% in 2019.26 A similar effect was seen in the 
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used to track patients’ health care trends, including, but not 
limited to, CPAP machines, blood pressure monitors, glucose 
meters, and heart monitors. A study by KLAS has shown that 
remote patient monitoring has successfully reduced hospi-
tal visits, reduced hospital readmissions, improved patient 
health, and overall, increased patient satisfaction.36 

As with telehealth, wearables and other remote patient 
monitoring devices have had significant impact on facilitating 
access to care for patients who have historically been under-
served. Wearables have also provided invaluable benefits by 
permitting patients to track and manage their own health and 
wellness, increasing knowledge and efficiency of whether and 
when care should be sought. Finally, these tools have proven 
invaluable in offering opportunities to improve medical out-
comes and enhance efficiencies in the provision of health care 
by collecting significantly more real-world data on patients 
that can offer providers a more holistic view of patient health 
and inform care decisions. 

C. Electronic Health Records

EHRs also allow for efficient transfers of patient data 
between patients and providers. Requesting and receiving a 
copy of a medical record can often be a tedious task for both 
patients and providers, and the use of EHRs allow patients 
to access their entire medical record at the click of a button. 
EHRs often allow all of the patient’s providers to see their 
medical history, allowing for a smooth transfer of the medical 
record from one provider to another. EHRs can also be very 
useful if a patient suffers a medical emergency. At the push of 
a button, an EHR linked to an electronic health data sharing 
exchange such as the Statewide Health Information Network 
for New York (SHIN-NY) can quickly provide essential de-
tails to emergency responders in an emergency, such as pre-
existing medical conditions, prescriptions, allergies, and the 
contact information of the patient’s primary care physician.

D. AI-Enabled Clinical Software

The use of AI can also increase the efficiency of HCPs by 
allowing for technology-enabled remote patient monitoring 
and machine learning to support diagnostic decision-making 
and analyze health trends. Real-world examples of AI-enabled 
software used in clinical settings may include, among other 
things, imaging systems that use algorithms to give diagnos-
tic information for skin cancer in patients, and smart sensor 
devices that estimate the probability of a heart attack based 
on vital sign monitoring.37 While the FDA has issued 950 
approvals or authorizations for AI-enabled medical devices 
to date,38 all of those approvals relate to algorithms that are 
“locked,” meaning that such algorithms provide the same re-
sult each time the same input is applied and does not change 
with use.39 While interest in the use of generative or adaptive 
AI continues to grow in the health care industry, the FDA and 

necting to the internet, such as USB, ethernet, serial port 
and network, connections. Once deemed a “cyber device,” 
the manufacturer of such devices would need to submit to 
FDA “a plan to monitor, identify, and address, as appropri-
ate, in a reasonable time, postmarket cybersecurity vulner-
abilities and exploits, including coordinated vulnerability dis-
closure and related procedures” in premarket device approval 
applications.34 

III. Existing Clinical Uses of DHTs
Though the regulatory frameworks governing the develop-

ment and use of DHTs continues to evolve, many DHTs have 
been successfully integrated into the health care sector. These 
technologies serve as helpful case studies to understand how 
DHTs can play an invaluable role in maximizing efficiency, 
expanding access to high-quality health care, and optimizing 
health outcomes. 

A. Telehealth Platforms

Telehealth is the use of telecommunications and informa-
tion technology to provide access to health assessments, diag-
nosis, intervention, consultation, supervision, and informa-
tion across distance.35 Using telehealth platforms, health care 
providers and patients are able to meet remotely, either over 
the phone or over a video call, to discuss a patient’s symp-
toms, make a diagnosis, and identify a treatment plan. In con-
junction with the patient’s Electronic Medical Record (EMR) 
and the use of Artificial Intelligence (AI) –  each discussed in 
more detail below – a physician can harness technology to ac-
curately analyze the patient’s symptoms, diagnose the patient, 
and prescribe medication. 

This technology-supported process offers meaningful ben-
efits for increasing access to health care, particularly for un-
derserved populations, including those in rural areas or areas 
with limited access to care, and for patients suffering from 
infectious diseases, weakened immune systems, or otherwise 
compromised health. Additionally, telehealth increases pro-
vider efficiency, in large part by reducing the time that the 
provider spends with the patient and thereby allowing the 
provider to see more patients each day.

B. Remote Patient Monitoring Devices

Wearable health care technologies, or “wearables,” are 
devices that patients can attach to themselves to allow their 
health care providers to remotely monitor their health. The 
most popular example of this is the Apple Watch. The Apple 
Watch is a consumer health product with an increasing range 
of built-in digital heath capabilities, including biometric hard-
ware and software that monitors individuals’ heart rate, sinus 
rhythm, blood oxygen, tracks the menstrual cycle, and can 
even detect a fall. While this is the most common example of 
a wearable, there are many other types of wearables that are 
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other regulators have struggled to grapple with how to pro-
vide continued assurances of accuracy and reliability for nov-
el, evolving DHTs including adaptive AI-enabled technolo-
gies that “learn” from real-world experience. Not only do such 
technologies raise concerns about validating constantly evolv-
ing algorithms to ensure ongoing reliability, but they also run 
the risk of incorporating bias into the provision of care based 
off of previous diagnoses or patterns of symptoms. AI bias can 
also cause health care discrimination, especially in marginal-
ized communities. Studies have shown AI “compounding ex-
isting inequities in socioeconomic status, race, ethnicity, reli-
gion, gender, disability, or sexual orientation. Bias particularly 
impacts disadvantaged populations, which can be subject to 
algorithmic predictions that are less accurate or underestimate 
the need for care.”41 For these reasons, combating AI bias and 
establishing targeted regulatory frameworks to grapple with 
generative or adaptive AI have become key projects for regula-
tors like the FDA.42

V.	 Conclusion
The emergence and rapid growth of digital health prod-

ucts presents myriad potential health benefits. The integra-
tion of telehealth, remote monitoring device, EHRs, and 
other existing DHTs has proven that these technologies offer 
opportunities to enhance efficiency in the health care sector, 
including by making scheduling and attending appointments 
with HCPs, as well as communicating historical health data 
between HCPs and patients, easier and more efficient. Addi-
tionally, DHTs have demonstrated their potential to expand 
access to high-quality, reliable care and to improve health out-
comes by offering patients and HCPs a more holistic view of 
patient health. The potential for innovation in the field seems 
endless.

However, the development of DHTs and their integration 
into health care services also present various complex chal-
lenges. Concerns over data privacy and data security remain 
paramount, along with liability risks and health care compli-
ance issues that may be faced. Hesitation to embrace DHTs 
remains a challenge among some patients, payors, and provid-
ers. Additionally, disparities in access to technology and digi-
tal literacy may exacerbate existing health care inequalities, 
posing ethical challenges that demand careful consideration. 
Government commitments to advancing health equity will 
bridge this gap by further providing enhanced access to health 
care, especially for those who reside in rural or low-income 
communities. 

Despite these challenges, the transformative potential of 
digital health is undeniable. By fostering collaboration be-
tween health care providers, technology developers, policy-
makers, and patients, these obstacles can be overcome. With 
continued research and commitment to patient care, digital 

other regulators are grappling with how to provide continue 
assurances of safety and effectiveness of such technologies.

IV.	 Ongoing Challenges with Uptake of DHTs
Despite the widespread use of these and other DHTs, it 

remains challenging for novel technologies to find an initial 
foothold in the health care space. Among the biggest barriers 
to rapid uptake of novel DHTs are entrenched patient and 
provider preferences; while younger and more technology-
savvy patients may be enthusiastic about substituting tradi-
tional in-person medical care for the convenience of remote 
telemedicine visits, remote in-home diagnostics, remote 
chronic disease monitoring, and in-home treatment, many 
older patients prefer the traditional in-person experience and 
crave the face time (as opposed to FaceTime) with their medi-
cal providers.

A lack of digital literacy and access to digital tools may also 
remain barriers to the widespread adoption of DHTs. CDRH 
is currently working to address these factors to further assist 
low-income patients. In June of 2023, CDRH sought public 
comment on how to increase patient access to at-home use 
medical technologies. Advancing health equity was made part 
of CDRH’s 2022-2025 strategic priorities.40 

Even when DHTs are widely adopted, various challeng-
es remain. For example, DHTs may create some ambiguity 
regarding responsibility for monitoring remotely acquired 
health data. There is some risk that patients may unreason-
ably expect HCPs to be actively monitoring data obtained 
by remote monitoring devices and alerting them to potential 
health risks. Until clinical care workflow models and medical 
standards of care evolve, many HCPs will be reluctant to as-
sume responsibility for using advanced technology to actively 
monitor acute incidents in real time, for fear of liability over 
missed diagnoses.

Another significant risk associated with implementing 
DHTs to remotely care for patients is ensuring the accura-
cy of diagnoses and care decisions. Patients may be skepti-
cal about whether HCPs can accurately provide a diagnosis 
without engaging in a physical, in-person assessment. Such 
apprehension may be born in large part from concerns about 
the shortcomings of existing telecommunications technology, 
the inability of HCPs to physically examine patients engaged 
in remote monitoring or telehealth visits, and social/commu-
nication barriers from not being in the same room.

Beyond patient skepticism, regulators like the FDA have 
reiterated their commitment to ensuring that DHTs that en-
ter the marketplace are sufficiently accurate, reliable, and safe. 
The FDA’s pre-market notification and pre-approval processes 
are invaluable stopgaps to provide assurances of the effective-
ness and safety of FDA-authorized DHTs, but the FDA and 
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Washington State’s My Health My Data Act: 
Implications for New York Entities
By Andria Adigwe and Sandra Fink

Washington State’s My Health My Data Act (MHMDA or 
the “Act”)1 went into effect for all persons and entities, as de-
fined in the Act, on June 30, 2024. As its name implies, the Act 
regulates how persons and entities collect, transfer and sell, or 
offer to sell, “consumer health data.” The Act aims to close the 
gap between the current laws and consumers’ expectations by 
protecting a consumer’s health data that is not otherwise pro-
tected by the Health Insurance Portability and Accountability 
Act of 1996 (HIPAA).2 This is consistent with Washington 
State’s constitution, which guarantees a right to privacy.3 The 
MHMDA is very broad in the definition of the data it protects 
and the persons and entities to which it applies.4 MHMDA 
in essence aims to impose heightened consent requirements 
for collecting, processing, sharing, and selling consumer health 
data as well as impose procedures for consumers to  be em-
powered to take charge of how their health data is being used. 
Washington State does not have a general data protection stat-
ute, but the MHMDA is the country’s most extensive statute 
protecting consumer health data.

Persons and entities located in New York will need to be 
familiar and comply with this statute if their activities collect 
“consumer health data,” as defined in the Act, of Washington 
citizens or those whose data was collected in the state.5 This 
would occur, for example, if a person or entity (not necessarily 
in Washington State) operates a business, mobile application 
or website (or acts as a processor for such an entity) that is 
accessed by Washington residents, or people located in Wash-
ington, that may collect consumer health data in Washington.6 

And, of course, also if the entity wishes to transfer and/or sell, 
or offer to sell, the “consumer health data” that they collect.

This article will help persons and entities determine when 
the MHMDA may be applicable to their activities, summarize 
the corresponding requirements of the MHMDA, and provide 
practical considerations to promote compliance with the Act.

Scope of MHMDA 
Definitions:  Regulated Entities, Small Businesses, 
Persons and Processors

The Act is applicable to regulated entities, small businesses, 
persons and processors,7 and reaches far beyond the limits of 
Washington State. A “regulated entity” is defined as: “any legal 
entity that: (a) conducts business in Washington, or produces 
or provides products or services that are targeted to consumers 
in Washington; and (b) alone or jointly with others, determines 
the purpose and means of collecting, processing, sharing, or 
selling of consumer health data.” The Act goes on to clarify 

that government agencies or their contracted service providers, 
as well as tribal nations, are not included in the definition.

A small business is defined in the Act as a regulated entity 
satisfies one or both of the following thresholds: (a) collects, 
processes, sells, or shares consumer health data of fewer than 
100,000 consumers during a calendar year; or (b) derives less 
than 50% of gross revenue from the collection, processing, 
selling, or sharing of the consumer health data, and controls, 
processes, sells, or shares consumer health data of fewer than 
25,000 consumers. After June 30, 2024, a small business has 
the same requirement as a regulated entity. Small businesses 
only received extra time to implement MHMDA, until June 
30, 2024, as opposed to March 31, 2024 for regulated entities.

There are particular sections where the Act uses the more 
expansive term “persons.” A person includes those entities 
defined as regulated entities and small businesses, but also 
includes “natural persons.” For instance, the term is used in 
sections pertaining to the processing of consumer health data, 
the sale of consumer health data and to restrictions on geo-
fencing. These provisions are more broadly applicable to both 
regulated entities and also natural persons. 

Which brings us to, last but not least, the processor of con-
sumer health data, defined as “a person that processes con-
sumer health data on behalf of a regulated entity or small busi-
ness.” “Processing” means “any operation or set of operations 
performed on consumer health data.” Note that a person or 
entity that processes the data of a regulated entity may be sub-
ject to the law in their own right, and become a regulated en-
tity, if they fail to adhere to their agreement with the regulated 
entity or small business to treat the consumer health data in 
accordance with the statute.8 For example, all “affiliates, pro-
cessors, contractors, and other third parties that receive notice 
of a consumer’s deletion request shall honor the consumer’s 
deletion request and delete the consumer health data from its 
records, subject to the same requirements of this chapter.”9

 Does the MHMDA Apply to You or Your Entity?

If an entity answers yes to any of the following questions, 
the MHMDA is likely to apply:

a. Does the entity conduct business (provide services or 
products) in Washington (whether to Washington residents 
or consumers passing through or located in Washington) 
through a website, mobile app, or otherwise, and collect, 
share, process or sell, or offer to sell, consumer health data 
(as defined below)?
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•	 Any information that a regulated entity or a small busi-
ness, or their respective processor, processes to associate 
or identify a consumer with the data described above 
that is derived or extrapolated from non-health related 
information (such as proxy, derivative, inferred, or emer-
gent data by any means, including algorithms or ma-
chine learning).11

Although the Act seemingly touches on a wide variety 
of health care data, it also sets limits as to its applicability. 
The Act explicitly exempts information already protected by 
HIPAA (healthcare information), Gramm-Leach-Bliley Act 
(financial information), Family Education Rights and Privacy 
Act (educational information), Fair Credit Report Act (credit 
information), or data utilized in research that is subject to re-
view by an institutional review board or similar body.12 This 
list of exemptions illustrates how expansive the Act actually is; 
if data does not fall into these specifically regulated buckets, it 
is potentially covered.

A comparison with HIPAA’s definition of Protected Health 
Information (PHI) and the Federal Trade Commission’s 
(FTC) definition of personal health record (PHR) “identifi-
able health information,” as discussed herein, demonstrates 
how much broader the MHMDA definition is.

The Broader Context: Abortion and Gender-
Affirming Care

MHMDA is a sign of the times, and its passage reflects 
the political and social context. Representative Vandana Slater 
described the need for the Act as follows: “In the aftermath of 
regressive policies passed by neighboring states and a major 
reversal of the Roe decision by the U.S. Supreme Court, this 
bill is an urgent and critical step to protect the privacy of per-
sonal health care decisions.”13 It is therefore unsurprising that 
certain politically debated topics are explicitly mentioned, 
such as reproductive care, gender-affirming care, and precise 
location reasonably connected to a consumer’s attempt to ob-
tain medical care. Other federal and state privacy laws, drafted 
during different times and different contexts, have not specifi-
cally listed topics that are on voting ballots.

Recently Litigated Limitations of HIPAA: Website 
Tracking Technologies

HIPAA is the federal law that addresses the protection of 
health data through its privacy rule. If applicable, HIPAA’s 
privacy rule requires, among other things, prior written pa-
tient consent for the collection or sharing of PHI (including 
when sharing with vendors, which requires a separate busi-
ness associate agreement), notification to patients of their 
privacy rights and how their information will be used, and 
the granting of patient access to their PHI.  However, unlike 
MHMDA, which does not distinguish between medical pro-

b. Does the entity process data for a regulated entity? 

c. Does an entity or person wish to implement a geofence 
around an entity that provides in- person health care ser-
vices in the state of Washington?

Note that the Act is not limited by geography. New York-
based entities, especially those with a web presence or a mo-
bile application that is used by Washington State residents, 
or consumers located in Washington State, should pay close 
attention to MHMDA requirements. Except for those enti-
ties in industries regulated by agencies on the exemption list, 
no entity that collects consumer health data is beyond reach 
of the Act.10 For instance, smart watches collecting blood/oxy-
gen levels, or websites selling pregnancy tests to residents of, 
or travelers to, Washington State, need to carefully consider 
whether they comply with the Act.

Consumer Health Data Broadly Defined in the 
MHMDA

The Act aims to protect “consumer health data” which it 
defines as “personal information that is linked or reasonably 
linkable to a consumer and that identifies the consumer’s past, 
present, or future physical or mental health status.” The Act 
goes on to provide a non-exhaustive list of information that is 
within the definition:

•	 Individual health conditions, treatment, diseases, or di-
agnosis;

•	 Social, psychological, behavioral, and medical interven-
tions;

•	 Health-related surgeries or procedures;

•	 Use or purchase of prescribed medication;

•	 Bodily functions, vital signs, symptoms, or measure-
ments of the information described in this (list of data 
types covered by the Act);

•	 Diagnoses or diagnostic testing, treatment, or medica-
tion;

•	 Gender-affirming care information;

•	 Reproductive or sexual health information;

•	 Biometric data;

•	 Genetic data;

• Precise location information that could reasonably indi-
cate a consumer’s attempt to acquire or receive health 
services or supplies;

•	 Data that identifies a consumer seeking health care ser-
vices; or
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ing that same unauthenticated website to find a doctor for a 
second opinion, that information would be considered PHI, 
according to the guidance; the question was one of fact and 
the covered entity was held to have shared PHI if the facts so 
demonstrated.  This meant that covered entities had to treat 
all searches whether on authenticated or non-authenticated 
websites as PHI. 

Under MHMDA, however, this very data, from a covered 
entity’s unauthenticated, public-facing website, may be con-
sidered consumer health data, depending on inferences that 
may be drawn by the covered entity (or any other regulated 
entity under the Act.) particularly as the MHMDA includes 
“personal information” within “consumer health data” as: 
“information that identifies or is reasonably capable of being 
associated or linked, directly or indirectly, with a particular 
consumer,” and specifically includes, but is not limited to 
“data associated with a persistent unique identifier, such as a 
cookie ID, an IP address, a device identifier, or any other form 
of persistent unique identifier.”17   

  In its “Frequently Asked Questions,” the Washington 
State attorney general answered a question about organiza-
tions drawing inferences from purchases that could be con-
sidered consumer health data.xxvi The question and answer are 
as follows:

If a regulated entity or small business draws 
inferences about a consumer’s health status 
from purchases of products, could that in-
formation be considered consumer health 
data?

Yes. The definition of consumer health data 
includes information that is derived or ex-
trapolated from nonhealth data when that 
information is used by a regulated entity or 
their respective processor to associate or identify 
a consumer with consumer health data. This 
would include potential inferences drawn 
from purchases of toiletries. For example, 
in 2012 the media reported that a retailer 
was assigning shoppers a “pregnancy predic-
tion score” based on the purchase of certain 
products; this information is protected con-
sumer health data even though it was in-
ferred from nonhealth data. Likewise, any 
inferences drawn from purchases could be con-
sumer health data.

In contrast, nonhealth data that a regulated en-
tity collects but does not process to identify or 
associate a consumer with a physical or mental 
health status is not consumer health data.18

viders and other types of entities in its definition of regulated 
entities, HIPAA’s application is limited to health care provid-
ers, health care insurance companies and health care clear-
inghouses (“covered entities”). The definition of individually 
identifiable, and therefore protected, health information un-
der HIPAA is considerably more limited than MHMDA.

Like the Washington legislature, HHS, which administers 
HIPAA, grew concerned that website tracking technologies 
could expose health information of patients as they visited 
the websites of the covered entities.  To address this concern, 
HHS issued a guidance document in December of 2022,14 in 
which HHS provided several hypotheticals that would trig-
ger  HIPAA obligations, “including circumstances where an 
online technology connects (1) an individual’s IP address with 
(2) a visit to a UPW (unauthenticated public web page) ad-
dressing specific health conditions or healthcare providers.”15 
This very protection was vacated by a Texas Federal District 
Court, which recently held that HIPAA’s privacy rule could 
not apply to website tracking technologies on covered enti-
ties’ unauthenticated (not password protected) websites.  The 
court reasoned that such information could not, as a matter 
of law, fall within HIPAA’s statutory definition of individu-
ally identifiable health information (IIHI), which, the court 
explained, is “unambiguously defined as PHI, that (1 ) ‘relates 
to’ an individual’s ‘past, present, or future physical or mental 
health or condition,’ the individual’s receipt of ‘health care,’ 
or the individual’s ‘payment for’ healthcare; and (2) ‘identifies 
the individual’ or provides ‘a reasonable basis to believe that 
the information can be used to identify the individual.’”16 

The Court distinguished between a covered entity’s authen-
ticated website (where an individual will need to log into an 
account) and unauthenticated websites (where no log-in pass-
word is required). The Court agreed with the plaintiffs and 
vacated the portion of the bulletin to the extent that HIPAA 
would be triggered solely by the connection between an indi-
vidual’s IP address and “a visit to a[n] [unauthenticated public 
webpage] addressing specific health conditions or healthcare 
providers.” The Court held that “without knowing a par-
ticular query relates to a category of information in Section 
1320d(6), metadata from a[n unauthenticated website] search 
cannot constitute [PHI]. To hold otherwise would empower 
HHS and other executive entities to take increasingly expan-
sive liberties with the finite authority granted to them.” HHS 
therefore placed a note in its bulletin that “HHS is evaluating 
its next steps in light of that order.”

HHS’ position, as explained in its bulletin, was that 
HIPAA may not apply when information collected on unau-
thenticated website did not relate to an individual’s PHI (e.g. 
,a search of a hospital’s job postings or visiting hours, or a stu-
dent browsing the unauthenticated website of a cancer hos-
pital for a paper.) However, if that same individual is brows-
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Health Breach Notification rule (HBNR),23 which requires 
vendors of personal health records, and related entities, to no-
tify consumers following a breach involving unsecured infor-
mation.  The FTC, recognizing the speed in which technology 
is progressing, decided to step into an apparent gap left by 
HIPAA by updating the HBNR in May of 2024, effective 
July 20, 2024.24 Samuel Levine, director of the FTC’s Bureau 
of Consumer Protection, stated, “With the increasing use of 
health apps and connected devices, the updated HBNR will 
ensure it keeps pace with changes in the health marketplace.” 
FTC now requires entities “that are not covered by [HIPAA] 
to notify individuals, the FTC, and, in some cases, the me-
dia of a breach of unsecured personally identifiable health 
data.”25 Similar to HIPAA, PHR identifiable health informa-
tion means information that:

(1) Relates to the past, present, or future 
physical or mental health or condition of an 
individual, the provision of health care to 
an individual, or the past, present, or future 
payment for the provision of health care to 
an individual; and

(i) Identifies the individual; or

(ii) With respect to which there is a 
reasonable basis to believe that the informa-
tion can be used to identify the individual.

Practical Considerations for Compliance With 
MHMDA

 Most New York entities that operate a website or app are 
providing notice of their privacy policies and enabling con-
sumer to opt out of consent for sharing of their data. The 
MHMDA requires New York entities to implement addi-
tional privacy controls as related to consumer health data if 
the entity engages in the activities as described above, and is a 
regulated entity under the MHMDA.

What Is Required for Compliance With the MHMDA

MHMDA has requirements for: (a) the collection of con-
sumer health data; (b) the sharing of consumer health data; 
and (c) the sale, or offer to sell, consumer health data. All 
require prior opt-in consent and an applicable privacy policy 
but the requirements applicable to each of these actions are 
different and must be understood separately. In addition, 
MHMDA establishes geofencing rules that will need to be 
complied with. Washington State residents are provided with 
rights to control what kind of data is collected, how it is col-
lected, and how, if at all, it is shared or sold. And the Act 
provides the right to request deletion of data and requires an 
appeal procedure to be provided to consumers.26

 Applying that answer in practice, if inferences could be 
drawn from data stemming from online purchases, consider-
ing the use of tracking technology to collect IP addresses or 
device IDs, it is very likely that the information will be associ-
ated with an individual – thus becoming a consumer health 
data if within the Act’s definition. MHMDA does not seem-
ingly hinge on the visitor’s motivation, which was frowned 
upon by the Texas Court, but hinges on the actions of persons 
or regulated entities (drawing inferences). In the meantime, 
there is no bright line rule and the application of HIPAA to 
websites and apps, similar to the application of MHMDA, 
can be extremely context, and fact, specific.

And, keep in mind that MHMDA applies to regulated 
entities, which include but go beyond health care entities, al-
beit with some Washington State connection. As the politics 
around sensitive health care topics continues to shift and the 
proliferation of internet and app use in the health arena de-
velops, it is likely that additional, potentially more expansive, 
legislation will be passed in the future, whether on the state 
or federal level.

Context: Other Applicable Laws and Guidance 
Besides the Act and HIPAA

New York Attorney General Guidance and New York’s 
Consumer Protection Laws

 New York State lacks its own comprehensive consumer 
data privacy law but the New York attorney general recently is-
sued guidance on website privacy controls focused on tracking 
technologies for New York businesses19 (and consumers),20 
which confirms that businesses’ privacy-related practices and 
statements are subject to New York’s consumer protection 
laws,21 and explains that these laws require that websites’ rep-
resentations concerning consumer privacy “be truthful and 
not misleading.  This means that statements about when and 
how website visitors are tracked should be accurate, and pri-
vacy controls should work as described.” Recent cases have 
confirmed that New York consumer protection laws apply in 
the context of consumer privacy.22

Entities maintaining websites that market to New York 
consumers must clearly and properly characterize all track-
ing technologies deployed, deploy consent management tools 
that respond to a consumer’s answers and avoid any deceptive 
practices. As an example, the AG called out websites that de-
ploy cookies as soon as a visitor reaches the website, but some-
how give the impression that the visitor can decide whether or 
not cookies are deployed (e.g., by using a cookie pop-up that 
states that a user has to “accept” cookies).

 The FTC 

Regarding health data of consumers, New York enti-
ties must also comply with the Federal Trade Commission’s 
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tempt to seek an authorization to sell, resulting in a de facto 
prohibition on most activities that could constitute a ‘sale’ in-
cluding much third-party targeted advertising.”30 

Here is what is required in the separately signed, one-year 
maximum, specific authorization for the sale, or offer of sale, 
of consumer health data:

a. The specific consumer health data concerning the con-
sumer that the person intends to sell;

b. The name and contact information of the person col-
lecting and selling the consumer health data;

c. The name and contact information of the person pur-
chasing the consumer health data from the seller;

d. A description of the purpose for the sale, including how 
the consumer health data will be gathered and how it will 
be used by the purchaser when sold;

e. A statement that the provision of goods or services may 
not be conditioned on the consumer signing the valid au-
thorization;

f. A statement that the consumer has a right to revoke the 
valid authorization at any time and a description on how 
to submit a revocation of the valid authorization;

g. A statement that the consumer health data sold pursu-
ant to the valid authorization may be subject to redisclo-
sure by the purchaser and may no longer be protected by 
this section;

h. An expiration date for the valid authorization that ex-
pires one year from when the consumer signs the valid au-
thorization; and 

i. The signature of the consumer and date.31

Geofencing

Geofencing involves setting up a virtual perimeter around 
a specific geographic zone or location. Geofencing can be used 
to deliver location-based advertisements, for instance. Entities 
could do this by themselves or through a vendor.

Similar to the law of New York,32 and using a similar definition 
of “geofencing,” the MHMDA prohibits implementing a geofence 
around an entity that provides in-person health care services where 
such geofence will identify or track consumers seeing health care 
services, collect consumer health data from such consumers or 
send notifications, messages or advertisements to consumers re-
lated to their consumer health data or health care services.33

Consumer Rights Will Require Entity Policies and 
Procedures

Similar to the European Union’s General Data Protection 
Regulation, and other state comprehensive consumer data 

Separate Privacy Policy with a Separate Link on 
Home Page

A regulated entity must maintain a consumer health data 
privacy policy that clearly and conspicuously discloses specific 
information as described below. This consumer health data 
privacy policy must be “a separate and distinct link on the reg-
ulated entity’s homepage and may not contain additional in-
formation not required under the My Health My Data Act.”27

The consumer health data privacy policy must include:

1. The categories of consumer health data collected and the 
purpose for which the data is collected, including how the 
data will be used;

2. The categories of sources from which the consumer 
health data is collected;

3. The categories of consumer health data that is shared;

4. A list of the categories of third parties and specific affili-
ates with whom the regulated entity or the small business 
shares the consumer health data; and

5. How a consumer can exercise the rights provided in the 
MHMDA to withdraw consent from the regulated entity’s 
collection and sharing of consumer health data concerning 
the consumer and request deletion of such data, in WA ST 
19.373.040.

Separate Opt-in Consent for Collecting and Sharing

Regulated entities must obtain opt-in consent for the col-
lection or sharing of consumer health data, unless the collec-
tion or sharing of the data is “necessary to provide a product 
or service that the consumer has requested from the regulated 
entity or small business.” The consent to share consumer 
health data must be “separate and distinct from the consent 
obtained to collect the data.”28

The consent for collecting and/or sharing consumer health in-
formation must clearly and conspicuously disclose the following:

1. The categories of consumer health data collected or 
shared;

2. The purpose of the collection of sharing of the consumer 
health data, including the specific ways in which it will be 
used;

3. The categories of entities with whom the consumer 
health data is shared; and

4. How the consumer can withdraw consent from future 
collection or sharing of the consumer’s health data.29

 Sale or Offer of Sale of Consumer Health Data
The requirements discussed in this section have been called 

so onerous that “it is unlikely many companies will even at-
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constitutes “an unfair or deceptive act in trade or commerce 
and an unfair method of competition for the purpose of ap-
plying the consumer protection act, chapter 19.86 RCW.”36 

The Washington Consumer Protection Act does not include 
statutory damages and plaintiffs will have to show causation 
and injury to the plaintiff’s “business or property” to recover 
actual damages.

Conclusion: Impact on New York Companies   
and Enforcement Concerns

More and more states are placing greater emphasis on pro-
tecting health care and biometric information.37 By any mea-
sure, MHMDA is far reaching, cross-industry Act that provide 
Washington residents (and tourists) a level of autonomy over 
their health care data that dwarfs other statutes. New York 
entities, both healthcare and non-healthcare, with an online 
presence, or an app that reaches Washington State, will need to 
take that statute into account as they stay abreast of the patch-
work of data privacy laws that are increasingly appliable. In 
addition to the policies and procedures to effectuate consumer rights 
related to data, entities will need to employ appropriate privacy 
and cyber security hygiene on their websites and apps, such 
as creating hyperlinks, pop-up notices and opt-in consent but-
tons that are clear and equal in size, color, and emphasis. At 
all cost, entities should avoid misleading language, interfaces 
or practices on their websites and apps and should be encour-
aged to consult an attorney in this field to stay compliant with 
all applicable laws and regulations. If any statute can make the 
case for this, it is the MHMDA.

protection laws, the MHMDA will require regulated enti-
ties to adopt policies and procedures to implement the rights 
granted by the statute.  For example, those whose data was 
collected under the Act have rights to:

a. Confirm whether a regulated entity or small business is 
collecting, sharing, or selling consumer health data con-
cerning the consumer;

b. Access such data;

c. Access a list of all third parties and affiliates with whom 
the regulated entity or small business has shared or sold the 
consumer health data; and

d. Obtain an active email address or other online mecha-
nism that the consumer may use to contact the third par-
ties with whom the regulate entity or small business has 
shared or sold the consumer health data;

e. Withdraw consent from the regulated entity’s or the 
small businesses’ collection and sharing of consumer 
health data concerning the data;

f. To have the consumer health data concerning the con-
sumer deleted and to exercise that right by informing the 
regulated entity or the small business of the consumer’s 
request for deletion;

g. To have the request for deletion of data communicated 
to the affiliates, processors, contractors and other third 
parties with whom the regulated entity or the small busi-
ness has shared the consumer health data.

 Regulated entities and small businesses must procedurally 
address requests that stem from these rights under the Act.  
Regulated entities must make a secure and reliable means for 
the consumer to exercise their rights, which shall be described 
in the consumer health data privacy policy.  

Note that the regulated entity has 45 days to reply to con-
sumer requests.34 Also, similar to Texas law, consumers under 
the MHMDA have the right to appeal a failure to act or an 
adverse decision made by the regulated entity. Organizations 
therefore need to create a mechanism to meet this requirement 
for an appeal process and, if the appeal is denied, the entity 
“shall also provide the consumer with an online mechanism, if 
available, or other method through which the consumer may 
contact the attorney general to submit a complaint.”35 Which 
leads to the topic of enforcement.

 Enforcement
The MHMDA’s is enforced by the attorney general and by 

individual consumers exercising their private right of action. 
Enforcement specifically incorporates enforcement provisions 
of Washington state’s Consumer Protection Act (CPA), stating 
that a violation of the Act is a per se violation of the CPA, and 
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Federal Interoperability Initiatives and Opportunities 
for New York State Participation
By Puja Khare and Mekleet Teferi

I.	 Introduction 
For more than a decade, the U.S. Department of Health 

and Human Services (HHS) has aimed to increase health care 
provider adoption of universal Certified Electronic Health 
Record Technology (CEHRT) to improve access to electronic 
health information by patients and their treating providers.1 
In recent years, HHS has advanced initiatives that include 
additional sharing, including between competitor electronic 
health record (EHR) vendors, health information networks, 
health insurers, public health agencies, and care management 
organizations.2 

The legal underpinning for this expansion is the 21st 
Century Cures Act, which became law in 2016.3 Congress 
recognized that information sharing was disparate and di-
rected HHS’s Office of the National Coordinator for Health 
IT (ONC) to, among other things, convene stakeholders to 
develop a trusted exchange framework and a common agree-
ment for nationwide exchange between health information 
networks. In 2018, ONC released the first set of supporting 
materials for this initiative, known as the Trusted Exchange 

Framework and Common Agreement (TEFCA).4 TEFCA 
is intended to advance the nationwide sharing of electronic 
health information to foster better clinical decision-making, 
improve clinical and quality outcomes, and lower costs.5 It is 
the leading policy driver of the push to increase interoperabil-
ity at the federal level, with implications for state-level health 
information exchange.

It bears noting that national health information-sharing 
networks existed prior to TEFCA.6 Many health care organi-
zations participate in these networks today to support clinical 
decision-making and improve quality and patient outcomes. 
One of these national networks is Carequality.7 The EHR 
vendor Epic was a founding member of and currently par-
ticipates in the Carequality network.8 For context, Epic cov-
ers more than half of U.S. acute care hospital beds, holding 
approximately 39.1% of hospital market share.9 Today, all of 
Epic’s U.S.-based hospital and clinic customers participate 
in Carequality.10 Similarly, many providers and government 
entities are connected to another large national network, 
eHealth Exchange. eHealth Exchange participants include 
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of 1996 (HIPAA), as well as any other applicable law, such 
as state law. There are also comprehensive standard operating 
procedures (SOPs) and technical requirements for each ex-
change purpose, both of which are developed by private and 
public stakeholders. 

The treatment exchange purpose SOP was released in 
2024. Of relevance here, the RCE is in the process of estab-
lishing the SOP and technical requirements for public health 
exchange. The most recent draft allows participants to ex-
change for public health, as defined by HIPAA, electronic 
case reporting, and electronic laboratory reporting.23 The 
U.S. Centers for Disease Control and Prevention is current-
ly piloting this exchange with several state and local public 
health agencies (PHAs).24 The RCE notes that it “anticipates 
judiciously expanding” the public health exchange purposes 
over time to address additional priorities, including prescrip-
tion drug monitoring, hospital capacity, and chronic disease.

Importantly, TEFCA exchange is intended to be bi-di-
rectional, which means participants across the spectrum – 
providers, health insurers, public health agencies, etc. – can 
request data from and share data with each other. Although 
TEFCA participation is currently voluntary for entities, the 
federal government incentivizes participation by offering 
TEFCA participation as a means of meeting certain regula-
tory requirements.25 

The first set of QHINs were designated in early 2023, 
based on an application and vetting process. There are cur-
rently seven designated QHINs, including one affiliated with 
Epic and another with eHealthExchange.26 Although there 
are no public statistics on how much data is being exchanged 
via TEFCA, QHINs continue to publish growing lists of en-
tities that have committed to participate in their networks.27 
Notably, Epic recently announced that it plans to fully move 
its interoperability activity from Carequality to TEFCA by 
the end of 2025.28 

III.	 Opportunities for New York State 
Involvement in TEFCA

The forward movement on interoperability at the feder-
al level raises the question of how and to what extent states 
should be involved. Similar to TEFCA’s goals, New York State 
is committed to the concept of streamlining. Governor Kathy 
Hochul proposed – and the Legislature approved – a $2.5 
million allocation in New York’s fiscal year 2024 budget to 
modernize health care reporting systems in an effort to, in 
part, alleviate provider reporting burden.29 

State health departments such as the New York State 
Department of Health (DOH) wear many hats, including 
PHA and Medicaid payer, both of which are TEFCA partici-
pants. As previously mentioned, several other states, via their 

the U.S. Food and Drug Administration, U.S. Department of 
Veteran Affairs, and several state health information exchange 
organizations.11 

However, these networks operate independently with 
unique legal agreements, which has resulted in siloed data.12 

Thus, some organizations must join multiple networks to 
achieve meaningful exchange. Also, non-care delivery enti-
ties such as health insurers and public health agencies have 
not traditionally participated to the same extent as providers. 
TEFCA therefore has three goals: 1) establish a universal gov-
ernance, policy, and technical floor for nationwide interoper-
ability; 2) simplify connectivity for organizations to securely 
exchange information to improve patient care, enhance the 
welfare of populations, and general health care value; and 3) 
enable individuals to gather their health care information.13 

II.	 The Basics of TEFCA
ONC defines the overall policy and governance require-

ments for TEFCA.14 ONC has designated the Sequioa Proj-
ect, an independent not-for-profit entity, as the Recognized 
Coordinating Entity (RCE) tasked with implementing TEF-
CA.15 ONC also designates Qualified Health Information 
Networks (QHINs) to facilitate the exchange of informa-
tion.16 QHINs are generally health information exchange or-
ganizations with a proven history of exchanging health care 
information among participants.17 The RCE provides the 
oversight and governing approach for QHINs. QHINs con-
nect directly with each other to share information for specific 
purposes. 

Hospitals, health insurers, public health agencies, and oth-
ers connect to QHINs as participants and make requests of 
each other for information.18 QHINs facilitate the requests 
and responses. Each QHIN must sign the same Common 
Agreement (CA) with the RCE, which defines the legal and 
technical requirements for secure information sharing.19 For 
participants and sub-participants connecting to TEFCA be-
fore July 1, 2024, the CA also contains certain provisions that 
the QHIN must flow down to their participants, including 
how participants may use or disclose TEFCA information.20 

Any new participants or sub-participants will sign a Terms 
of Participation.21 TEFCA also considers connections by pa-
tients, but as sub-participants, such as through a patient por-
tal app offered by a hospital or other consumer health app. 
The RCE hosts a directory that allows for identification of 
QHINs, participants, and sub-participants, to send messages 
and query for data. 

There are currently six exchange purposes authorized un-
der the CA: treatment, payment, health care operations, pub-
lic health, government benefits determination and individual 
access services.22 Exchange is governed by the requirements 
in the Health Insurance Portability and Accountability Act 
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health information exchange networks, are currently part of 
the eHealth Exchange national network, which may serve as 
their onramp to TEFCA. New York State’s health informa-
tion network, the Statewide Health Information Network 
(SHIN-NY), has existed for almost two decades.30 In fact, 
the SHIN-NY operated under a TEFCA-like structure well 
before TEFCA was even contemplated. In this regard, the 
state designated the New York eHealth Collaborative (NYeC) 
to lead and coordinate the SHIN-NY, working closely with 
DOH. Hospitals, clinics, federally qualified health centers, 
and others are required to connect to a regional health infor-
mation network, called a Qualified Entity (QE), and upload 
certain patient information.31 Patients must opt-in to share 
their information with the SHIN-NY. There are currently six 
different QEs. The QEs allow participating entities to access 
electronic health information with patient consent. 

This year, DOH finalized comprehensive changes to the 
SHIN-NY regulations.32 The amendments introduce the 
concept of a data repository, where QEs would be required 
to send specific data from its participants, such as hospitals. 
The state would then have access to data in the repository 
for public health and Medicaid purposes. These amendments 
are a significant operational shift from the current SHIN-NY 
structure in which DOH must make a request of each QE in-
dividually to receive participant data. It is expected that com-
prehensive data governance and technical requirements will 
be established to govern this activity, including determining 
what data should be sent to the repository. 

The impetus for these changes is to support the state’s ac-
tivity under the New York Medicaid Redesign Team section 
1115 demonstration, known as the “1115 waiver.”33 The 1115 
waiver is set to bring approximately $8 billion into the state, 
$4 billion of which is dedicated to addressing health equity by 
screening patients for social needs and making appropriate re-
ferrals. The SHIN-NY will be the information-sharing vehicle 
for this initiative. The state also has an interest in using the 
data repository structure to improve their response to public 
health emergencies. 

Some of DOH’s recent goals are aligned with the benefits 
to state governments and PHAs to participate in TEFCA, in-
cluding improving access to population health data, further 
advancing interoperability for Medicaid, and facilitating bi-
directional exchange with PHAs. And, as a payer, DOH could 
have easier access to the necessary data for case management, 
quality measurement and reporting activity, and risk adjust-
ment activity under TEFCA. Thus, there is an opportunity 
for the state to further explore TEFCA participation. 

IV.	 Conclusion 
ONC’s TEFCA initiative will continue to evolve and ex-

pand in the years to come. Given the RCE’s commitment to 
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A New Era of Health Information Sharing Under the 
Information Blocking Regulations
By Christine Moundas and Gideon Palte

Over the past thirty years, regulation of health informa-
tion by federal and state governments has focused primarily 
on establishing privacy, security, and breach notification re-
quirements under the Health Insurance Portability and Ac-
countability Act of 1996, as amended (HIPAA), and various 
state analogs. In addition, many states have passed privacy 
laws focused on the confidentiality and integrity of personal 
information, including New York’s SHIELD Act1 and the 
California Consumer Privacy Act as amended by the Califor-
nia Privacy Rights Act.2

While preventing health information from falling into the 
wrong hands remains a regulatory priority, ensuring that such 
information flows freely when permitted by law is now also 
legally required in many cases under the new federal “infor-
mation blocking” regulations under 45 CFR Part 171. Non-
compliance can lead to potentially significant penalties, in-
cluding civil monetary penalties (CMPs) of up to $1 million 
per information blocking violation in certain circumstances. 
Health care industry stakeholders and their legal advisors 
should familiarize themselves with information blocking reg-
ulations to understand how their operations may be affected 
and to navigate a potentially active enforcement environment 
that is just beginning to take effect. 

What Is Information Blocking?
Conceptually, the information blocking regulations cre-

ate an “information sharing” mandate for certain stewards of 
electronic health information (EHI) – specifically, developers 
of federally certified health information technology (“Certi-

fied Health IT Developers”), health information exchanges 
and health information networks (HIE/HINs), and health 
care providers (collectively, “Actors”) – when such sharing is 
legally permissible. While federal regulations specify excep-
tions that permit Actors not to share EHI in certain limited 
circumstances, the implications of this mandate stand to revo-
lutionize the regulation of health information. 

Information and technology sharing expectations under 
the information blocking regulations are very broad and can 
arise in many different circumstances. The U.S. Department 
of Health and Human Services (HHS), Assistant Secretary for 
Technology Policy and Office of the National Coordinator for 
Health Information Technology (ONC),3 which is primarily 
responsible for information blocking enforcement along with 
the HHS Office of Inspector General (OIG), has provided 
several examples of activities that may be considered informa-
tion blocking, such as the following:

•	 A provider notifies its electronic health record (EHR) 
developer of its intent to switch to another EHR system 
and requests a complete export of its EHI. The developer 
will provide the EHI only in a PDF format, even though 
it already can and does produce the data in a commer-
cially reasonable structured format.

•	 An EHR developer requires third-party applications to 
be “vetted” for security before use but does not promptly 
conduct the vetting or conducts the vetting in a discrim-
inatory or exclusionary manner.
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law, as the Secretary [of HHS] sets forth through notice and 
comment rulemaking.”8 

In addition, the Cures Act directs the secretary of HHS to 
establish a prohibition on any action that constitutes informa-
tion blocking as a requirement for obtaining and maintaining 
health IT certification under the ONC Health IT Certifica-
tion Program.9 The Cures Act also requires the secretary of 
HHS to establish reasonable and necessary activities that do 
not constitute information blocking.10

Information Blocking Regulations
On May 1, 2020, ONC finalized regulations codified at 

45 CFR Part 171 defining “information blocking” and es-
tablishing exceptions to protect the “reasonable and neces-
sary activities” referenced in the Cures Act (the “2020 ONC 
Cures Act Final Rule”). After being delayed due to the CO-
VID-19 pandemic, these regulations took effect on April 5, 
2021.11 ONC updated these regulations in a 2024 final rule 
titled “Health Data, Technology, and Interoperability: Cer-
tification Program Updates, Algorithm Transparency, and 
Information Sharing Final Rule” (“2024 ONC HTI-1 Final 
Rule”).12 ONC and the Centers for Medicare and Medicaid 
Services (CMS) issued a separate final rule in 2024 regard-
ing appropriate information blocking disincentives for certain 
health care providers participating in the Medicare EHR In-
centive Programs and the Medicare Shared Savings Program 
(“2024 Information Blocking Appropriate Disincentives Fi-
nal Rule”).13 The 2024 Information Blocking Appropriate 
Disincentives Final Rule also provides that ONC will publish 
information blocking determinations, disincentives, and pen-
alties that have been imposed to inform the public about how 
and where information blocking is occurring.14 On August 
5, 2024, ONC released a proposed rule that proposed ad-
ditional changes to the information blocking regulations.15  

ONC finalized some, but not all, of these changes in final 
rules published in the Federal Register in December 2024.16 

In addition, OIG issued a final rule implementing in-
formation blocking CMPs on July 3, 2023 (the “2023 OIG 
Information Blocking Final Rule”), with enforcement begin-
ning effective September 1, 2023.17

How Is Information Blocking Defined?

45 C.F.R. § 171.103 defines information blocking as a practice that

1.) Except as required by law or covered by an exception 
set forth in the regulations, is likely to interfere with ac-
cess, exchange, or use of EHI; and 

2.) If conducted by a Certified Health IT Developer or 
HIE/HIN, such developer, network, or exchange knows, 
or should know, that such practice is likely to interfere 
with access, exchange, or use of EHI; or 

•	 A Certified Health IT Developer takes significantly lon-
ger to provide or update interfaces that facilitate the ex-
change of EHI with users of competing technologies or 
services.

•	 An HIN’s participation agreement prohibits entities that 
receive EHI through the HIN from transmitting that 
EHI to entities who are not participants of the HIN.

•	 Although not required by applicable law, a health care 
provider establishes an organizational policy that im-
poses delays on the release of lab results for any period 
of time in order to allow an ordering clinician to review 
the results or in order to personally inform the patient of 
the results before a patient can electronically access such 
results.

•	 A health system incorrectly claims that HIPAA rules or 
other legal requirements preclude it from exchanging 
EHI with unaffiliated providers.

•	 A health care provider has the capability to provide 
same-day access to EHI in a form and format requested 
by a patient or a patient’s health care provider but takes 
several days to respond.

•	 A health system insists that local physicians adopt its 
EHR platform, which provides limited connectivity 
with competing hospitals and facilities. The health sys-
tem threatens to revoke admitting privileges for physi-
cians who do not comply.4

Potential information blocking penalties are significant, 
and enforcement is likely to be a priority given the federal 
government’s investment of over $30 billion in the nation’s 
health information technology (“health IT”) infrastructure 
since 2009 through EHR incentive programs implemented 
in accordance with the Health Information Technology for 
Economic and Clinical Health Act of 2009 (the “HITECH 
Act”).5

The 21st Century Cures Act
In December 2016, Congress passed the 21st Century 

Cures Act (“Cures Act”), which sought to address, among 
other things, information blocking concerns.6 

In order to facilitate access to EHI when and where it 
is needed, the Cures Act authorizes OIG to investigate any 
claim that a Certified Health IT Developer, HIE/HIN, or 
health care provider engaged in information blocking.7 Certi-
fied Health IT Developers, HIEs, and HINs may be subject 
to civil monetary penalties (CMPs) of up to $1 million per in-
formation blocking violation, and health care providers may 
be “referred to the appropriate agency to be subject to appro-
priate disincentives using authorities under applicable Federal 
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fied health center, group practice, a pharmacist, a pharmacy, a 
laboratory, a physician, a practitioner, a provider operated by, 
or under contract with, the Indian Health Service or by an In-
dian tribe, tribal organization, or urban Indian organization, 
a rural health clinic, a 340B covered entity, an ambulatory 
surgical center, a therapist, and any other category of health 
care facility, entity, practitioner, or clinician determined ap-
propriate by the Secretary of HHS.

Information blocking requirements apply only to Actors; 
other types of individuals and organizations, such as health 
insurance plans, pharmaceutical and medical device manu-
facturers, and developers of technology that is not certified 
under the ONC Health IT Certification Program, are not 
subject to these requirements.

What Are the Information Blocking Exceptions?

As shown in the table below, there are ten information 
blocking exceptions that fall into three categories. Actors’ 
practices that comply with all applicable requirements of an 
exception are not considered information blocking. Practices 
that do not fall within an exception are not necessarily pro-
hibited. ONC and OIG will evaluate such practices on a case-
by-case basis to determine whether information blocking has 
occurred.

3.) If conducted by a health care provider, such provider 
knows that such practice is unreasonable and is likely to 
interfere with access, exchange, or use of EHI. 

What Is the Scope of EHI Subject to Information Blocking 
Requirements?

45 C.F.R. § 171.102 defines EHI as electronic protected 
health information as defined under HIPAA to the extent that 
it would be included in a designated record set as defined 
under HIPAA, regardless of whether the group of records are 
used or maintained by or for a covered entity as defined under 
HIPAA, but EHI does not include: 

1.) Psychotherapy notes as defined under HIPAA; or 

2.) Information compiled in reasonable anticipation of, 
or for use in, a civil, criminal, or administrative action or 
proceeding.18

Who Is Subject to Information Blocking?

45 C.F.R. § 171.102 defines the following “Actors” subject 
to the information blocking prohibition:

Certified Health IT Developer means an individual or entity 
other than a health care provider that self-develops health IT 
that is not offered to others, that develops or offers health IT 
and which has, at the time it engages in a practice that is the 
subject of an information blocking claim, one or more health 
IT modules certified under the ONC Health IT Certifica-
tion Program. “Offer” is defined to exclude (1) certain health 
IT donation and subsidized supply arrangements; (2) certain 
implementation and use activities (e.g., issuing user accounts 
or making API technology available); and (3) certain consult-
ing and legal services arrangements.19

HIE/HIN means an individual or entity that determines, 
controls, or has the discretion to administer any requirement, 
policy, or agreement that permits, enables, or requires the use 
of any technology or services for access, exchange, or use of 
EHI: 

(1) Among more than two unaffiliated individuals or enti-
ties (other than the individual or entity to which this defi-
nition might apply) that are enabled to exchange with each 
other; and 

(2) That is for a treatment, payment, or health care opera-
tions purpose, as such terms are defined under HIPAA re-
gardless of whether such individuals or entities are subject 
to the requirements of HIPAA.

Health care provider includes a hospital, skilled nursing fa-
cility, nursing facility, home health entity or other long term 
care facility, health care clinic, community mental health cen-
ter, renal dialysis facility, blood center, ambulatory surgical 
center, emergency medical services provider, federally quali-
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Exception Description Key Conditions*

Category 1: Exceptions that involve not fulfilling requests to access, exchange, or use EHI
Preventing 
Harm Exception 
(45 C.F.R.  
§ 171.201)

An Actor denies access, 
exchange, or use of 
EHI to prevent harm 
to a patient or another 
person, provided cer-
tain conditions are 
met.

• Depending on the circumstances, the Actor must hold a reasonable belief that 
the practice will substantially reduce a risk of either (1) reasonably likely en-
dangerment of the life or physical safety of the patient or another person or (2) 
reasonably likely substantial harm to the patient or another person;

• The Actor’s practice must be no broader than necessary; and

• The Actor’s practice must satisfy at least one condition from each of the follow-
ing categories: Type of risk; Type of harm; and Implementation basis. 

Privacy 
Exception  
(45 C.F.R.  
§ 171.202)

An Actor denies access, 
exchange, or use of 
EHI in order to protect 
an individual’s privacy, 
provided certain condi-
tions are met.

The Actor’s privacy-protective practice must meet at least one of the four sub-
exceptions:

• State or federal law precondition to EHI disclosure not satisfied;

• Certified Health IT Developer not covered by HIPAA;

• Denial of an individual’s request for their EHI for specific “unreviewable” 
grounds under HIPAA; and/or

• Respecting an individual’s documented request not to share information.
Security 
Exception (45 
C.F.R.  
§ 171.203)

An Actor denies access, 
exchange, or use of 
EHI in order to protect 
the security of EHI, 
provided certain condi-
tions are met.

• The practice must be:

◊	Directly related to safeguarding the confidentiality, integrity, and availabil-
ity of EHI;

◊	 Tailored to specific security risks; and 

◊	 Implemented in a consistent and non-discriminatory manner.

• The practice must either implement a qualifying organizational security poli-
cy or implement a qualifying security determination.

Infeasibility 
Exception (45 
C.F.R.  
§ 171.204)

An Actor denies access, 
exchange, or use of 
EHI due to the infea-
sibility of the request, 
provided certain condi-
tions are met.

• The practice must meet one of the following conditions:

◊	Uncontrollable events (e.g., natural or human-made disaster, public health 
emergency, public safety incident, war, terrorist attack, civil insurrection, 
strike or other labor unrest, telecommunication or internet service inter-
ruption, or act of military, civil or regulatory authority) that in fact nega-
tively impact the Actor’s ability to fulfill the request;

◊	Inability to segment requested information from other information that 
cannot be disclosed by law or that is withheld under the Preventing Harm 
Exception, Privacy Exception or Protecting Care Access Exception:

◊	Third party seeking to modify EHI (other than a health care provider re-
questing modification from its business associate);

◊	Exhaustion of the Manner Exception, and the Actor does not provide the 
same access, exchange, or use of the requested EHI to a substantial number 
of individuals or entities that are similarly situated to the requester; or

◊	Infeasibility under the circumstances (as supported by a contemporaneous 
written record of consideration of certain factors).

• The Actor must provide a written response to the requestor within 10 business 
days of receipt of the request with the reason(s) why the request is infeasible.
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Exception Description Key Conditions*

Health IT 
Performance 
Exception  
(45 C.F.R.  
§ 171.205) 

An Actor takes reason-
able and necessary 
measures to make 
health IT unavailable 
or degrade its perfor-
mance for the ben-
efit of the health IT’s 
overall performance, 
provided certain condi-
tions are met.

• The practice must:

◊	Last no longer than necessary;

◊	Be implemented in a consistent and non-discriminatory manner; and

◊	Satisfy additional requirements if undertaken by a Certified Health IT 
Developer, HIE, or HIN.

• A practice targeting specific third-party apps negatively impacting health IT 
performance must:

◊	Last no longer than necessary;

◊	Be consistent and non-discriminatory; and

◊	Be consistent with existing service level agreements, where applicable.

• Unavailability caused by risk of harm or security risks must only comply with 
the Preventing Harm or Security Exception, as applicable.

Protecting Care 
Access Exception 
(45 C.F.R.  
§ 171.206)

An Actor implements 
a practice to reduce 
potential exposure to 
legal action related to 
reproductive health 
care, provided certain 
conditions are met.

• The practice must:

◊	Be undertaken based on the Actor’s good faith belief that the practice could 
reduce the risk that persons seeking, obtaining, providing, or facilitating 
reproductive health care are at risk of being potentially exposed to legal 
action that could arise as a consequence of  particular access, exchange, or 
use of EHI;

◊	Be no broader than necessary to reduce such risk of legal exposure

◊	Be determined based on an organizational policy or case-by-case determi-
nation that meets requirements specified in the exception;If implemented 
due to legal risk to a patient, affect only the access, exchange or use of spe-
cific EHI the Actor in good faith believes could expose the patient to legal 
action because the EHI shows, or would carry, a substantial risk of sup-
porting a reasonable inference, that the patient: (i) obtained reproductive 
health care; or (ii) inquired about or expressed an interest in seeking repro-
ductive health care; or (iii) has any health condition(s) or history for which 
reproductive health  care is often sought, obtained or medically indicated.

◊	If implemented due to legal risk to a health care provider, affect only the 
access. exchange, or use of specific EHI the Actor believes could expose a 
provider to legal action because the information shows, or would carry, a 
substantial risk of supporting a reasonable inference, that they provide or 
facilitate, or have provided or facilitated, reproductive health care.

• An Actor that is a business associate may rely on the good faith belief and 
determination of another Actor for which it maintains EHI as a business as-
sociate. 

Category 2: Exceptions that involve procedures for fulfilling requests to access, exchange, or use EHI
Manner 
Exception  
(45 C.F.R.  
§ 171.301)

This exception de-
scribes how an Actor 
may fulfill requests to 
access, exchange, or use 
EHI.

• An Actor may fulfill a request in any manner requested.

• An Actor may use an authorized alternative manner (in order of priority: certi-
fied health IT, government or industry standards, or alternative machine read-
able formats) when technically unable to fulfill the request or unable to agree 
to terms with the requestor. Fulfillment in an alternative manner must satisfy 
the Fees and Licensing Exceptions, as applicable.



48	 NYSBA  Health Law Journal  |   2025  |  Vol. 30  |  No. 1

Exception Description Key Conditions*

Fees Exception 
(45 C.F.R.  
§ 171.302)

This exception de-
scribes fees that an 
Actor may charge for 
fulfilling requests to 
access, exchange, or use 
EHI.

• The fees charged must meet specified requirements, including:

◊	Being based on objective and verifiable criteria that are uniformly applied;

◊	Being reasonably related to the Actor’s costs and reasonably allocated; and

◊	Not being based on certain competitive factors.

• Certain excluded fees are never protected:

◊	A fee for an individual’s electronic access to his or her EHI;

◊	A fee for an individual’s non-electronic EHI access that does not comply 
with HIPAA;

◊	A data export or conversion fee that was not agreed when the health IT was 
acquired; and

◊	A fee to export EHI using certified EHI Export technology to switch health 
IT or provide patients their EHI.

Licensing 
Exception  
(45 C.F.R.  
§ 171.303)

This exception de-
scribes licensing terms 
that an Actor may offer 
to license an “interop-
erability element” that 
facilitates access, ex-
change, or use of EHI.

•The Actor must:

Begin negotiations with the requestor within 10 business days from receipt 
of the request; and

Finalize negotiations within 30 business days from receipt of the request.

• The terms of the license must be non-discriminatory.

• Any royalty charged must be reasonable.

• Certain collateral terms that restrict competition (including non-competition 
and exclusivity provisions) are prohibited.

Category 3: Exceptions that involve practices related to Actors’ participation in the Trusted Exchange Framework and Common 
Agreement (TEFCA)
TEFCA Manner 
Exception  
(45 C.F.R. 
 § 171.403)

An Actor limits the 
manner in which it 
fulfills a request for 
access, exchange, or 
use of EHI to only 
via TEFCA, provided 
certain conditions are 
met.

• The Actor and requestor must both be part of TEFCA.

• The requestor must be capable of access, exchange, or use of the requested 
EHI from the Actor via TEFCA.

• The request for access, exchange, or use must not be via the standards adopted 
for certified application programming interfaces (“APIs”).

•  Fulfillment of the request must satisfy the Fees and Licensing Exceptions, as 
applicable.

*The key conditions are not comprehensive. Please consult the applicable regulation for all requirements of an exception.
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Penalties and Enforcement
Pursuant to the Cures Act, there are three enforcement 

mechanisms available for information blocking:

1.)	Health IT certification penalties – including poten-
tial loss of health IT certification and being banned from 
the ONC Health IT Certification Program – enforced by 
ONC (applicable to Certified Health IT Developers);

2.) Civil monetary penalties of up to $1 million per viola-
tion imposed by OIG (applicable to Certified Health IT 
Developers, HIEs, and HINs); and

3.) Appropriate disincentives for providers participating in 
the Medicare EHR Incentive Programs and the Medicare 
Shared Savings Program, which have been implemented 
as follows:

a. Eligible hospitals participating in the Promoting In-
teroperability Medicare EHR Incentive Program would 
not be considered “meaningful users” of certified EHR 
technology (CEHRT), causing them to earn a 75% 
lower annual increase in Medicare payments;20

b. Critical access hospitals participating in the Promot-
ing Interoperability Medicare EHR Incentive Program 
would not be considered “meaningful users” of CEH-
RT, causing them to receive 100% of reasonable costs 
rather than 101% of reasonable costs;21

c. Eligible clinicians participating in the Medicare Mer-
it-Based Incentive Payment System (MIPS) would not 
be considered “meaningful users” of CEHRT, causing 
them to receive a score of 0 for the Promoting Interop-
erability MIPS Performance Category, which accounts 
for 25% of their MIPS score and could lead them to 
receive a reduction of up to 9% in Medicare payments 
depending on how they score against an annual bench-
mark specified by CMS;22 and

d. 	Accountable care organizations (ACOs), ACO 
participants, and ACO providers/suppliers would be 
barred from participation in the Medicare Shared Sav-
ings Program for at least one year, after a determina-
tion by CMS that imposition of this disincentive is ap-
propriate in light of relevant facts and circumstances 
(including the nature of the information blocking, the 
health care provider’s diligence in identifying and cor-
recting the problem, the time since the information 
blocking occurred, whether the provider was previously 
subject to a disincentive in another program, and other 
factors).23 

Providers participating in the Medicare EHR Incentive 
Program also must attest that they do not engage in informa-
tion blocking,24 and OIG has suggested that false attestations 

could lead to liability under the False Claims Act, which pro-
hibits knowingly presenting or causing to be presented a false 
or fraudulent claim for payment to the government.25 In ad-
dition, OIG has explained that it will coordinate with ONC 
and other agencies – including the HHS Office for Civil 
Rights (OCR), Federal Trade Commission (FTC), CMS, and 
Department of Justice (DOJ) – on information blocking in-
vestigation and enforcement efforts. These agencies may im-
pose penalties for information blocking violations that sup-
plement the enforcement mechanisms described above. For 
example, information blocking that interferes with the right 
of access under HIPAA or involves anticompetitive conduct 
may lead to enforcement by OCR and FTC, respectively.

OIG has stated that it intends to create an information 
blocking self-disclosure process (SDP) to allow Actors to self-
disclose potential information blocking violations and resolve 
CMP liability for conduct that constitutes information block-
ing, although it has not specified a timeframe for doing so. 
Even after the SDP is established, self-disclosure will not ab-
solve an Actor from liability for potential consequences of in-
formation blocking violations imposed by other agencies. For 
example, a developer that self-discloses information blocking 
through the SDP could still be subject to ONC enforcement, 
including termination of health IT certification for its prod-
ucts as well as fines and penalties from OCR for practices in-
volving violations of HIPAA requirements. Similarly, a health 
care provider may not escape imposition of information 
blocking disincentives by making an SDP disclosure.26 Ac-
tors should carefully consider the risks of non-CMP liability 
against the potential benefits of self-disclosing information 
blocking violations to OIG, particularly given that OIG will 
coordinate closely with other agencies in information block-
ing investigations.

Pursuant to the 2024 Information Blocking Appropriate 
Disincentives Proposed Rule, ONC will publish on its pub-
lic website certain information about Actors that have been 
determined by OIG to have committed information block-
ing, including the Actor’s name, a description of the practice 
found to have been information blocking, the disincentives 
applied (if the Actor is a health care provider), and where to 
find additional information from the applicable government 
agency.27

Ambiguities and Potential Difficulties With State 
Law

The course of action that the information blocking regula-
tions require of Actors may not be clear in all circumstances, 
particularly those involving potentially conflicting obligations 
under state law. For example, consider an individual in New 
York State who provides a general consent or authorization 
for release of his or her medical record information to a third 
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party, and the third party wishes to obtain HIV-related infor-
mation in the individual’s record from a health care provider 
in New York State. Under New York State law, a general au-
thorization is not sufficient to authorize disclosure of HIV-
related information.28 Rather, an authorization specific to 
HIV-related information, such as pursuant to New York State 
Department of Health (NYSDOH) Form 2557, is required.29

Because the definition of information blocking excludes 
practices that are required by law, the health care provider 
may reasonably conclude that not providing the HIV-related 
information – as required by state law – would not be con-
sidered information blocking. However, the Privacy Excep-
tion requires an Actor that receives an authorization that is 
insufficient under applicable law to (a) use reasonable efforts 
within its control to provide the individual with a satisfactory 
consent or authorization form or provide other reasonable as-
sistance to the individual and (b) not improperly encourage 
or induce the individual to withhold the consent or authori-
zation. In this situation, if the denial of the request is not con-
sidered to be information blocking because the information 
blocking definition excludes denials that are required by law, 
then there should be no need for an exception. However, the 
additional requirements of the Privacy Exception imply that 
simply denying the request could be considered information 
blocking. In an FAQ addressing denial of requests to com-
ply with applicable law, ONC focuses on the Privacy Excep-
tion’s requirements rather than the definition of information 
blocking,30 which further suggests that ONC would expect 
the provider to take the additional steps that the Privacy Ex-
ception requires. It remains to be seen how ONC and OIG 
will approach enforcement in this type of scenario.

Another example arises in the case of already established 
avenues for exchange of health information under state law. 
In particular, the new TEFCA Manner Exception established 
in the 2024 ONC HTI-1 Final Rule provides flexibility to Ac-
tors and requestors that participate in EHI exchange through 
TEFCA. However, the same flexibility is not afforded to ex-
change of information through state-mandated HIEs, such 

as the Statewide Health Information Network for New York 
(SHIN-NY). Most hospitals and health care facilities in New 
York State are required by law to participate in SHIN-NY,31 
and SHIN-NY will play a larger role in data exchange in the 
New York State Medicaid Program pursuant to the New York 
Health Equity Reform 1115 Waiver approved by CMS in 
January 2024.32 However, Actors are not guaranteed that ex-
changing EHI through SHIN-NY will protect them from in-
formation blocking enforcement. The New York eHealth Col-
laborative, which is the state-designated entity charged with 
the governance, coordination, and administration of SHIN-
NY, has previously implored ONC to adopt an information 
blocking exception for established HIEs such as SHIN-NY,33 

but ONC has yet to do so. It remains to be seen how ONC 
and OIG will regard information sharing practices of Actors 
that participate in state-mandated and other established HIEs 
when investigating information blocking allegations.

Looking Ahead
With information blocking enforcement mechanisms now 

in effect, the next frontier of health information regulation 
has arrived. ONC, OIG, and CMS are now empowered to 
investigate and sanction Actors that interfere with legally per-
missible EHI access, exchange, or use in violation of the in-
formation blocking prohibition. ONC has already received at 
least 1,052 possible claims of information blocking since its 
regulations took effect on April 5, 2021,34 which may signal a 
robust forthcoming enforcement environment. Approximate-
ly 57% of these claims were submitted by patients and ap-
proximately 77% were made against providers,35 which may 
suggest significant overlap with OCR’s HIPAA right of access 
enforcement. And DOJ may regard information blocking as 
an additional point of leverage in investigations of Certified 
Health IT Developers, which have been the target of DOJ 
enforcement efforts in recent years.36

As the enforcement landscape develops, so will a clearer 
picture of agency priorities and possible compliance guard-
rails. In the interim, Actors can review the regulations and 
ONC’s information blocking FAQs37 to familiarize them-
selves with information blocking requirements. Actors may 
also consider taking the following proactive compliance steps:

•	 Information Sharing Working Group. Establish a cross-
disciplinary working group to review information shar-
ing practices and to identify opportunities to improve 
access, exchange, and use of EHI.

•	 Information Blocking Compliance Policies and Procedures. 
Adopt written policies and procedures that track infor-
mation sharing regulatory requirements and outline a 
standardized approach for responding to requests to ac-
cess, exchange, or use EHI.
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New Technologies, New Risks: Compliance 
Considerations for Practitioners and Technology 
Companies in Remote Therapeutic Monitoring
By Scott R. Simpson

New and evolving technologies continue to present the 
health care industry with opportunities to improve patient 
outcomes and access to care and reduce the need for more 
expensive interventions. While reimbursement continues to 
be tight for orthopedic, physical therapy, and occupational 
therapy practices in New York, opportunities remain for New 
York practices that are willing to embrace these new technolo-
gies and workflows to improve both patient care and their 
bottom lines. Remote therapeutic monitoring (RTM) is one 
such area that a practice can utilize to improve patient out-
comes and enhance patient engagement with the practice 
while generating additional revenue for the practice. How-
ever, as is often the case with new opportunities in health care, 
compliance pitfalls await the unwary. This article will outline 
these compliance concerns for practice leaders and the RTM 
technology companies who seek to have them as customers.

Overview of RTM
RTM involves the monitoring and collection of non-

physiological data from patients by use of a Food and Drug 
Administration-approved connected medical device. For or-
thopedic and therapy practices, that data can include infor-
mation on a patient’s musculoskeletal system status, therapy 
and medication adherence, and therapy and medication re-
sponse. Patients are also able to self-report data using con-
nected medical devices and software, which is beneficial to 
practitioners looking to monitor patients’ pain levels, toler-
ance to therapy, and other related data during rehabilitation.

RTM differs from remote patient monitoring (also known 
as remote physiologic monitoring [RPM]) in that: (1) RPM 
involves the collection and monitoring of physiological data,1 
(2) RPM data is reported directly by the medical device itself 
(whereas RTM data can be self-reported by the patient),2 and 
(3) RTM CPT Codes are considered general medicine codes, 
which allows physical therapists (PTs) and occupational ther-
apists (OTs) to provide and bill for RTM services.3

For orthopedic and therapy practices, one example of 
RTM is patient exercise programs that are delivered through 
a software application (an app). The app must be considered 
software as a medical device by the FDA to be eligible for use 
in RTM.4 Typically, the practice enters into a licensing agree-
ment with a technology or software company (the software 

company) under which the practice usually pays a per-patient 
monthly licensing fee to the company for use of the app. A 
patient’s orthopedic surgeon, PT, or OT populates the app 
with exercises and exercise programs that the patient can per-
form on their own, in their own home, on their own time. 
The practitioner then provides the patient with credentials to 
access the app. The app submits data directly to the practice, 
some of which is provided by the patient herself. The app can 
be used as a complement to therapy and can even potentially 
replace in-person therapy with the right patient or should the 
patient be unable or unwilling to attend in-person therapy 
appointments.

A similar example of an RTM application is a web-based 
application that uses a camera connected or built into a lap-
top, tablet, or phone to track a patient’s range of movement 
and repetitions during exercise. The application then gener-
ates a report for the patient’s treating practitioner using the 
data collected through the use of the patient’s device. 

RTM gives a practitioner access to valuable data on their 
patients collected between visits to the office that informs the 
patient’s rehabilitation plan.5 That information could include 
pain measurements, sleep patterns, and exercise performance 
and technique. Given a more holistic view of their patients, 
practitioners can make better clinical decisions that improve 
patient outcomes. Additionally, for patients who (a) live in 
rural areas where traveling to their physician’s or therapist’s 
office is burdensome, or (b) travel often for work or other 
reason, RTM ensures that practitioners can keep a watchful 
eye on their patients’ recoveries even if office visits are less 
frequent than they would like.6
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The RTM CPT codes break down as shown in the chart 
below.7

CPT Code Service Description Billing 
Frequency

Medicare Physician 
Fee Schedule 
Reimbursement8

98975 Initial Setup and Patient 
Education

Remote therapeutic monitoring (e.g., 
musculoskeletal system status, therapy ad-
herence, therapy response); initial set-up 
and patient education on use of equip-
ment

Once at the 
start of an epi-
sode

$19.65

98977

Monthly Data 
Transmission and 
Supply of Device 
for Monitoring 
(Musculoskeletal 
System)

Remote therapeutic monitoring (e.g., 
musculoskeletal system status, therapy 
adherence, therapy response); device(s) 
supply with scheduled (e.g., daily) 
recording(s) and/or programmed alert(s) 
transmission to monitor musculoskeletal 
system, each 30 days

Once every 30 
days $46.50

98980
Monitoring/Treatment 
Management Services, 
First 20 Minutes

Remote therapeutic monitoring treatment 
management services, physician/other 
qualified health care professional time in a 
calendar month requiring at least one in-
teractive communication with the patient/
caregiver during the calendar month; first 
20 minutes

Once every 
calendar 
month

$49.77

98981

Monitoring/Treatment 
Management Services, 
Each Additional 20 
Minutes

Remote therapeutic monitoring treatment 
management services, physician/other 
qualified healthcare professional time in a 
calendar month requiring at least one in-
teractive communication with the patient/
caregiver during the calendar month; each 
additional 20 minutes (list separately in 
addition to code for primary procedure)

Once every 
calendar 
month

$39.29

Since RTM remains a relatively new service, reimburse-
ment by payors is certainly not universal. In New York, Medi-
care covers RTM, but Medicaid does not (at least not yet).9 

Commercial payors may or may not pay for RTM, so a review 
of significant payors’ policies is in order before committing to 
an RTM program. 

Fraud and Abuse Considerations

Anti-Kickback Statute

The federal Anti-Kickback Statute (the AKS) is a criminal 
law that prohibits the purchase, lease, or order of any good, 
facility, service, or item for which payment may be made by a 
federal health care program.10 The AKS also prohibits giving 
a practitioner anything of value to refer a patient for an item 
or service that will be paid for by the federal government.11 

There are numerous regulatory safe harbors that protect ar-

rangements determined by the Office of Inspector General to 
present a low risk of fraud and abuse.12

In the case of the exercise app discussed above, the Centers 
for Medicare and Medicaid Services (CMS) would reimburse 
the practitioner monthly (through CPT Code 98977) to 
supply the patient with access to the exercise app. The prac-
titioner pays the software company for the use of the app. 
To avoid any compliance issue under the AKS, all remunera-
tion exchanged by the practitioner and the software company 
should be scrutinized.

If the practitioner invests in the software company, the in-
vestment may potentially meet the requirements of the AKS 
safe harbor for investment interests. Regardless of whether 
that interest complies with all aspects of the safe harbor, it 
will be critical that the investing practitioner receives the same 
investment terms as any investor who cannot direct business 

https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=42-USC-1916747158-1415260733&term_occur=999&term_src=title:42:chapter:7:subchapter:XI:part:A:section:1320a%E2%80%937b
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a provision not contained in the federal law that requires a 
practitioner who refers a patient to a “health care provider” 
for health or health-related items or services (i.e., services not 
considered to be DHS by the New York law) when the prac-
titioner has an ownership interest in the health care provider 
to notify the patient of the ownership interest.23 “Health care 
provider” is broadly defined to include a “purveyor” of health 
or health-related items or services.24 That definition is argu-
ably broad enough to include a software company from which 
a practice purchases patient access to an exercise app. New 
York practitioners should therefore give careful consideration 
as to whether they are required to provide the statutory notice 
of any ownership interest in a software company. Statutory 
requirements aside, we have also seen software company li-
censing agreements that require disclosure of the practitio-
ner’s ownership interest to their patients.

General Risk and Compliance Considerations
To be performed most efficiently from a practice’s perspec-

tive, RTM services are not performed by a physician, but by 
qualified practice personnel under the general supervision of a 
physician using Medicare’s “incident to” bill construct. “Gen-
eral supervision” means the service is furnished under the 
physician’s overall direction and control, but the physician’s 
physical presence is not required during the performance 
of the service.25 In PT/OT practices, RTM services can be 
performed by physical therapy assistants (PTAs) and occupa-
tional therapy assistants (OTAs) under the general supervi-
sion of a PT or OT, as applicable.26 However, the Medicare 
program requires PTs and OTs in private practice to directly 
supervise PTAs and OTAs if the supervised PTA or OTA is 
not individually enrolled in Medicare.27 Because direct super-
vision requires the personal presence of the PT or OT during 
the service performed by the PTA or OTA, from a practice 
perspective, that generally makes the use of non-enrolled 
PTAs or OTAs impractical. No matter the level of supervi-
sion required, as with any incident to service, practices should 
ensure that the appropriate supervision level is documented 
in each patient’s medical record to easily demonstrate that su-
pervision to any auditing government agency.

Orthopedic surgery practices should bear in mind that 
they cannot bill for RTM provided to a patient during a post-
surgery global billing period. During a global billing period, 
all services provided by the practice to a patient that relate to 
the surgery (e.g., surgical follow-up visits) are not separately 
reimbursable from the global payment received by the prac-
tice for the surgery.28 However, a PT practice could bill for 
RTM services for such a patient because the PT practice did 
not receive the global payment for the surgery.

Some companies that sell remote monitoring technology 
to practices also offer their customers documentation services 

to the software company.13 To use an extreme example, if a 
physician was required to put up little to no capital for the 
investment, but reaped significant returns, the investment 
returns would be highly suspect under the AKS. Further, in-
vestment terms cannot be dictated by the number of patients 
the practitioner can direct to use the software company’s app.

For a practice to analyze a physician’s investment interest 
in a company, the practice must know about the investment 
in the first instance. To avoid these types of compliance issues, 
practices should adopt policies that require their practitioners 
to disclose all investments they have, particularly the financial 
interests they have with any company that could or does do 
business with the practice.

Stark Law

The federal physician self-referral law (better known as the 
Stark Law) prohibits a “physician” from referring a patient 
for the provision of “designated health services” to an entity 
with which the physician has a financial relationship when 
those services are paid for by Medicare.14 PTs and OTs are not 
included in the definition of physician.15 Designated health 
services include physical therapy and occupational therapy.16 

The Stark Law has many exceptions to its general prohibi-
tion.17 Violations are subject to significant civil penalties and 
can also form the basis of a claim brought under the federal 
False Claims Act.18

A physician who recommends an exercise app does not 
make a referral to the software company because the software 
company does not provide physical therapy or occupational 
therapy that can be billed to Medicare. Physician ownership 
in this type of software or device company should not be a 
Stark issue.

Even though the Stark Law does not prohibit a physician’s 
ownership in a software company that she recommends to pa-
tients, RTM services are among the physical and occupational 
therapy codes that CMS defines as DHS. When a physician 
requests an advanced practice provider or other qualified 
practice personnel to provide the RTM services “incident to” 
the physician’s own services, it is considered a referral under 
the Stark Law.19 Some health care providers think that ser-
vices billed incident to a physician’s services are considered 
personally performed for Stark purposes, but CMS does not 
share that view.20 Assuming that most providers will want to 
provide RTM on an incident to basis, revenue from RTM 
services will most likely need to be treated the same way as 
other DHS revenue in connection with a practice’s physician 
compensation methodology. 

Application of New York’s version of the Stark Law pro-
duces the same result as in the federal context.21 However, 
New York’s law applies to all practitioners (including PTs and 
OTs).22 Further, the New York statutory scheme contains 
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that the practice complies with RTM billing require-
ments. 

Despite some of the compliance challenges, RTM has the 
potential to benefit both practitioners and patients. Practices 
that deploy RTM can inject some additional revenue with-
out significant disruptions to their daily workstreams while 
keeping a closer eye on their patients’ rehabilitation. Patients 
can now avail themselves of new rehabilitation platforms that 
will improve the quality of their care and could potentially 
reduce or even eliminate otherwise frequent trips for in-office 
therapy. Appropriate management of the compliance issues 
will ensure that RTM will be a valuable tool in solving some 
of the persistent challenges historically faced by the rehabilita-
tion industry. 

for an additional fee. These documentation services involve 
RTM encounter creation, note entry and encounter submis-
sion that is entered by non-licensed personnel directly into the 
practice’s electronic health record system. This documenta-
tion forms the basis for RTM claims that the practice submits 
to Medicare and other payors and is the same documentation 
that will be audited by these payors. While these documenta-
tion services are certainly convenient, practitioners will still 
need to meaningfully interact with the data that comes into 
the EHR, both to ensure the accuracy of the patient’s medi-
cal record and to make any necessary changes to the patient’s 
treatment plan. This diligence becomes even more important 
when a patient uses an app or other electronic rehabilitation 
program as their only PT or OT program. 

Once a patient has reached the goals of the care plan, the 
“episode of care” ceases and RTM billing should concurrently 
terminate.29 While that may sound axiomatic, if the practice 
is not diligently monitoring the patient’s data and progress, it 
may bill for RTM longer than is appropriate.

When a practice utilizes an app or other electronic exer-
cise program with its patients, it is important that the patient 
understands their financial obligations. While there is gener-
ally no cost to the patient to use the app, an insured patient 
may have a cost sharing obligation in connection with the 
practice’s RTM services. Should patients not understand that, 
it will at the very least generate angry calls to the practice 
and could invite complaints to state professional boards or the 
New York attorney general (even if such complaints are gener-
ally outside those regulators’ jurisdiction).30 Practices should 
at least discuss the financial implications to the patient and 
document that discussion, if not require the patient to sign an 
RTM consent form on which the potential for a cost-sharing 
obligation is disclosed in plain language.

Conclusion
Practices and RTM technology companies face several po-

tential compliance pitfalls that must be negotiated to establish 
and operationalize a practice’s RTM program. Practices can 
significantly reduce these risks by:

•	 Carefully evaluating agreements with software compa-
nies, especially if documentation services are part of the 
package the practice will purchase.

•	 Ensuring that patients understand how to use the tech-
nology (particularly if it will substitute for in-person re-
habilitation visits) and any financial responsibility they 
have. Consider requiring a written patient consent form 
that documents the patient’s understanding.

•	 Auditing practice personnel’s review of RTM-generated 
data to ensure that such review actually takes place, that 
any red flags illuminated by the data are acted upon, and 
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conducted via the internet. In the nearly three decades that 
followed, things have changed, and now the primary meth-
od of communicating with health care consumers is online. 
Because health care providers compete with one another for 
patients, digital advertising, which includes the use of online 
tracking technologies, is a regular and necessary component 
of business operations. 

Commercial Surveillance Through Online 
Tracking Technologies 

Federal agencies like the Federal Trade Commission (FTC) 
have long been warning consumers about the perils of com-
mercial surveillance in the marketplace. Commercial surveil-
lance is defined as the business of collecting, analyzing, and 
profiting from information about people. Tracking technolo-
gies are the cornerstone of commercial surveillance. These 
technologies are employed by websites and mobile apps to 
collect user information in various ways, often without the 
user’s explicit awareness. Common tracking methods in-
clude cookies, web beacons and tracking pixels. Websites and 
mobile apps typically embed tracking code to collect mass 
amounts of user-provided information and device-related 
data, such as unique device identifiers. This data enables web-
site and app owners or third-party vendors, such as Google 
Analytics, to create detailed user profiles for more accurate 
targeting of consumers. Website or mobile app owners may 
use tracking technologies developed internally or those de-
veloped by third parties. Generally, the tracking technologies 
developed by third parties send information directly to both 
the business and the third party that developed the technol-
ogy. These third parties typically continue to track users and 
gather information about them even after they navigate away 
from the original website to other websites. 

In the wake of significant push back – including litigation 
in the Northern District of Texas – the U.S. Department of 
Health and Human Services (HHS) was compelled to mod-
erate its position on the use of online tracking technologies. 
Online tracking technologies are scripts or codes that collect 
information about users on websites or mobile apps. They 
have become an important part of today’s digital marketplace 
because they allow website owners to collect data revealing 
how users interact with their websites. These insights inform, 
among other things, how businesses market services and al-
locate advertising resources. Although these technologies were 
initially implemented in the ecommerce space, today even the 
health care industry relies on them. As a result, HHS, which 
policies unauthorized disclosures of protected health infor-
mation (PHI), is wading into the debate over these online 
tracking technologies. To understand the state of play and its 
implications for the future, some context is needed.

The Evolution of U.S. Privacy Law
Unlike Europe and many countries, the United States 

lacks a comprehensive federal privacy law. This void has re-
sulted in a fragmented legal landscape that is composed of 
sector-specific federal laws and a variety of state privacy laws. 
In recognition of this shortcoming, federal legislators have 
attempted to garner support for comprehensive privacy leg-
islation such as the American Data Privacy and Protection 
Act (ADPA). Modeled after Europe’s General Data Protection 
Regulation, the ADPA, and similar proposals, would usher 
in regulations that address modern information-sharing and 
marketing tools. Until that happens, existing privacy legisla-
tion, like the Health Insurance Portability and Accountability 
Act of 1996 (HIPAA), is left to fill the gaps.

However, in 1996, when HIPAA entered the legislative 
scene, data-sharing and marketing were not, by and large, 
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named these entities and published the warning letters that 
were issued to the covered entities and telehealth companies. 
Many in the industry took issue with this public shaming be-
cause, among other things, they believed that the OCR’s posi-
tion on tracking technologies was overbroad in its articulation 
of the Proscribed Combination.  

Nationwide Wave of Class Actions Related to 
Online Tracking Technologies

Fueled in part by the Original Bulletin from HHS, there 
has been a myriad of data privacy class actions across the 
country. Many of these lawsuits are alleging breach of state 
wiretapping laws, particularly in California, Pennsylvania, 
Florida, Illinois, and Massachusetts. Generally, wiretapping 
statutes in these states impose liability on any business that 
intercepts the contents of a user’s communications without 
prior consent. The statutes at issue typically impose criminal 
liability, but also permit private civil causes of action.

For example, in California, plaintiffs’ attorneys generally 
allege that there has been a breach of the 1967 California In-
vasion of Privacy Act (CIPA). CIPA lawsuits involving claims 
that consumer interactions have been unlawfully shared, are 
often designed to engender a quick settlement. However, 
those that have been pressed to litigation have largely been 
dismissed on the grounds that CIPA only applies to phone 
communications. Likewise, in Massachusetts, on Octo-
ber 24, 2024, the Supreme Judicial Court of Massachusetts  
weighed-in on this issue. In Vita v. New England Baptist 
Hospital, the Court rejected a plaintiff’s claim that the state’s 
Wiretap Act imposed liability on two hospitals using pixel 
technology on their websites. The Court reasoned that the 
state’s analog-era wiretap statute had no application to mod-
ern pixel technology. Nevertheless, plaintiffs’ attorneys con-
tinue to bring class action lawsuits under these statutes and 
some courts have shown a willingness to entertain these suits. 

Judicial Review of HHS’ Original Bulletin
As these class actions were playing out, the health care in-

dustry rallied to challenge the HHS’ Original Bulletin. Spe-
cifically, two hospital associations and a regional health care 
system brought suit against HHS in the Northern District 
of Texas to stop enforcement of the Original Bulletin’s Pro-
scribed Combination. See Am. Hosp. Ass’n v. Becerra, __ F. 
Supp. 3d __, No. 4:23-cv-1110, 2024 WL 3075865 (N.D. 
Tex. June 20, 2024). The parties immediately moved for sum-
mary judgment and, on March 18, 2024, days before its brief 
was due, HHS issued a new guidance document (the “Re-
vised Bulletin”). The Revised Bulletin softened language from 
the Original Bulletin, stating that it “do[es] not have the force 
and effect of law” and is not “meant to bind the public in any 
way.” The Revised Bulletin further stated that “it may be pru-
dent” for covered entities to take measures to prevent these 

HHS Weighs In on Online Tracking Technologies
In the wake of guidance from the Federal Trade Commis-

sion and numerous class-action lawsuits against health care 
providers alleging improper disclosure of PHI, HHS’ Office 
of Civil Rights (OCR), weighed in on tracking technologies 
for the first time. Specifically, in December 2022, OCR is-
sued the first of two Bulletins (the “Original Bulletin”) on the 
use of these online tracking technologies by HIPAA covered 
entities. The Original Bulletin detailed OCR’s concern that 
covered entities had been disclosing PHI to tracking technol-
ogy vendors through code placed on their websites or mobile 
apps. According to OCR, among the data elements being dis-
closed were an individual’s medical record number, home or 
email address, dates of appointments, as well as an IP address 
or geographic location.

The Original Bulletin warned covered entities that under 
HIPAA’s Privacy Rule, it is not permissible to disclose PHI 
to a tracking technology vendor based solely on informing 
individuals in a privacy policy, notice, or terms and condi-
tions, that the covered entity plans to use these technologies. 
Rather, covered entities must ensure that all tracking tech-
nology vendors have signed a Business Associate Agreement 
and that individuals have provided HIPAA-compliant autho-
rizations before PHI is disclosed to any vendor. Furthermore, 
website banners that ask users to accept or reject a website’s 
use of tracking technologies do not constitute a valid HIPAA 
authorization.

To highlight the privacy concerns, the Original Bulletin 
also provided examples that trigger HIPAA obligations, in-
cluding circumstances where an online technology connects 
(1) an individual’s IP address with (2) a visit to an “unau-
thenticated public web page” addressing specific health con-
ditions or health care providers (the “Proscribed Combina-
tion”). Unauthenticated public web pages are web pages that 
do not require users to log in before they are able to access 
the web page, such as a web page with general information 
about the provider like their location, visiting hours, employ-
ment opportunities, or their policies and procedures. Thus, 
the Original Bulletin’s Proscribed Combination of IP address 
plus a website visit, would mean that HIPAA obligations 
are triggered any time a consumer navigates to a health care 
provider’s website and does not interact with the website by 
providing login credentials. Covered entities and technology 
experts saw this example as an entirely new and unworkable 
obligation in the age of digital advertising.

Nonetheless, in July 2023, the FTC and HHS issued warn-
ing letters to 130 hospitals and telehealth companies about 
their alleged use of online tracking tools on their websites or 
mobile apps, stating that they were potentially violating fed-
eral data privacy and security regulations, including HIPAA. 
Approximately one month later, the FTC and HHS publicly 
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types of disclosures. The District Court was not persuaded, 
stating that, 

[T]he Privacy Rule is a mandatory legal ob-
ligation. See 45 C.F.R. § 164.102. Thus, it’s
not just “prudent” to take actions to comply
with it; its legally required. While it may be
prudent, it’s prudent the same way it’s “pru-
dent” to drive the speed limit. No reasonable
juror could read the Revised Bulletin other-
wise. (Becerra, 2024 WL at *7.)

In its decision on summary judgment, the District Court 
vacated both the Original Bulletin and the Revised Bulletin 
to the extent they state that HIPAA obligations are triggered 
when online technologies connect (1) an individual’s IP ad-
dress with (2) a visit to an “unauthenticated public web page” 
addressing specific health conditions or health care providers. 

Conclusion
The health care industry can claim a significant victory 

with the Becerra Court’s sound reasoning, However, as the 
class action lawsuits demonstrate, the data-sharing and mar-
keting controversy sparked by cookies and pixels is far from 
over. Moreover, as the pace of technological advances mul-
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tiply, similar data-sharing boundaries will be challenged. 
Without comprehensive federal legislation to address these 
issues, the health care industry will be at the forefront of this 
battle to shape and interpret HIPAA’s application to digital 
advertising.
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New York State Insurers’ Considerations in Using 
Artificial Intelligence in Underwriting or Pricing
By Cassandra DiNova

The New York Department of Financial Services (DFS), 
which regulates insurers, issued a final Circular Letter No. 7 
on July 11, 2024, titled, “ Use of Artificial Intelligence Systems 
and External Consumer Data and Information Sources in In-
surance Underwriting and Pricing” (the “Circular Letter”).1 

This Circular Letter was addressed to all insurers authorized 
to write insurance in New York State, Article 43 corporations, 
health maintenance organizations, licensed fraternal benefit 
societies, and the New York State Insurance Fund. DFS is-
sued this Circular Letter based on concerns for the potential 
discriminatory effect of external consumer data information 
sources (ECDIS) and artificial intelligence systems (AIS) in 
underwriting or pricing.

The Circular Letter outlines expectations for insurers, 
which can be summarized into three statements, further ex-
plained below. 

1.) Unfair or Unlawful Discrimination. Insurers should 
not use ECDIS or AIS for underwriting and pricing that 
unfairly discriminates and should have testing in place to 
confirm no unfair or unlawful discrimination.

2.) Corporate Governance and Risk Management. 
Insurers need to have ECDIS or AIS incorporated into 
their corporate governance and risk management struc-
tures and protocols.

3.) Disclosure to Consumers. Insurers should disclose to 
consumers whether they use ECDIS or AIS in underwrit-
ing or pricing. 

I.	 Technology Covered 
Despite requests from commenters to narrow the origi-

nally proposed definitions, DFS kept its broad definitions of 
the applicable technology (artificial intelligence systems and 
external consumer data information sources) in the final Cir-
cular Letter. Below are DFS’ definitions of what technology 
would be applicable to its Circular Letter: 

Artificial Intelligence Systems (AIS) means 
any machine-based system designed to per-
form functions normally associated with hu-
man intelligence, such as reasoning, learn-
ing, and self-improvement, that is used – in 
whole or in part – to supplement traditional 
health, life, property or casualty underwrit-

ing or pricing, as a proxy for traditional 
health, life, property or casualty underwrit-
ing or pricing, or to identify “lifestyle indi-
cators” that may contribute to an underwrit-
ing or pricing assessment of an applicant for 
insurance coverage.

External Consumer Data and Informa-
tion Sources (ECDIS) includes data or in-
formation used – in whole or in part – to 
supplement traditional medical, property or 
casualty underwriting or pricing, as a proxy 
for traditional medical, property or casualty 
underwriting or pricing, or to identify “life-
style indicators” that may contribute to an 
underwriting or pricing assessment of an ap-
plicant for insurance coverage. ECDIS does 
not include an MIB Group, Inc. member in-
formation exchange service, a motor vehicle 
report, prescription drug data, or a crimi-
nal history search. An insurer conducting a 
criminal history search for insurance under-
writing and pricing purposes must comply 
with Executive Law § 296(16). See e.g., In-
surance Circular Letter No. 13 (2022).

Note, DFS’ definition of AIS is not limited to generative 
artificial intelligence tools, but artificial intelligence in gen-
eral. DFS also noted that “it is the intent of the Department 
to cover AIS utilization and models regardless of whether they 
leverage ECDIS.” The Circular Letter does not provide any 
examples of what may be considered AIS or ECDIS. For AIS, 
it could be analytic or actuarial-type tools2 and for ECDIS, it 
would be situations where the insurers may be acquiring or 
purchasing data, outside its normal course of business. 

II.	 Unfair or Unlawful Discrimination
Put simply, insurers are still expected to follow the already 

existing anti-discrimination laws and need to be able to dem-
onstrate how these tools do not violate these laws. State and 
federal law prohibit insurers from unlawfully discriminating 
against certain protected classes of individuals and from en-
gaging in unfair discrimination, including the ability of in-
surers to underwrite based on certain criteria.3 Insurers also 
cannot use the tools to collect or use information that it was 
prohibited from collecting or using directly. 
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risk management, product development, underwriting, actu-
arial, and data governance. 

In addition to appropriate policies and procedures, insur-
ers should have documentation for the following as it relates 
to ECIS and AIS: (1) assessing the risks, (2) inventory of AIS 
tools, (3) description of how these tools works, (4) tracking 
changes of use, (5) process for monitoring, (6) testing con-
ducted annual on output models of AIS and (7) data lifecycle 
management process. The Circular Letter stated that insures 
should be prepared to respond to consumer complaints and 
inquires about their ECIS or AIS usage, and make that docu-
mentation available to DFS upon request. 

Insurers are expected to manage risk of its ECIS and AIS 
usage, which DFS adding it to insurers’ already existing enter-
prise risk management function.6 The Circular Letter also ex-
pected insurers to add ECIS and AIS to the items that would 
be internally audited by the insurer itself.7 Insurers are also 
expected to have oversight of their third-party vendors’ use of 
ECIS or AIS. DFS recommended that insurers include con-
tract provisions for audit rights and reasonable cooperation 
for regulatory inquiries in vendor contracts. 

IV.	 Disclosure to Consumers 
The Circular Letter requires insurers to give notice to its 

consumers of its use of ECIS or AIS in underwriting or pric-
ing. This notice should include: (i) whether the insurer uses 
AIS in its underwriting or pricing process; (ii) whether the 
insurer uses data about the person obtained from external 
vendors; and (iii) that such person has the right to request 
information about the specific data that resulted in the under-
writing or pricing decision, including contact information for 
making such request. This notice is expected to be in advertis-
ing and marketing materials as well as during an application 
process. 

DFS also requires an insurer using ECDIS or AIS in un-
derwriting to provide a notice within 15 days of a determina-
tion to a denied applicant why the applicant was denied, if the 
applicant could have obtained insurance in a non-ECDIS or 
AIS underwriting process. 

The challenge that insures may face with these disclosures 
is that “an insurer may not rely on the proprietary nature of a 
third-party vendor’s algorithmic processes to justify the lack 
of specificity related to an adverse underwriting or pricing ac-
tion.” This means an insurer may need to provide confidenti-
ality or other protective assurances to an AIS vendor in order 
to obtain the information it needs to understand how their 
algorithm operates in underwriting or pricing. DFS stated 
that failure to include both these notices may be considered 
unfair trade practices. 

Prohibitions on discrimination already existed in several 
regulations of the New York insurance regulations,4 but this 
Circular Letter added additional requirements for insurers 
to prove that these tools do not discriminate. Insurers are 
expected to be able to demonstrate that these tools are sup-
ported by generally accepted actuarial standards of practice 
and are based on actual or reasonable anticipated experience, 
which could include statistical studies, predictive modeling, 
and risk assessments. DFS outlined the three steps for this 
anti-discrimination comprehensive assessment:

Step 1: Assess whether the use of ECDIS or 
AIS produces disproportionate adverse ef-
fects in underwriting or pricing for similarly 
situated insureds or insureds of a protected 
class.

Step 2: Assess whether there is a legitimate, 
lawful, and fair explanation or rationale for 
the differential effect on similarly situated 
insureds.

Step 3: Conduct and appropriately docu-
ment a search and analysis for a less discrim-
inatory alternative variable(s) or methodol-
ogy that would reasonably meet the insurer’s 
legitimate business needs.

DFS recommends that insurers utilize both quantitative 
and qualitive methodologies for this comprehensive assess-
ment, but insurers are not expected to collect any additional 
data in order to perform these assessments, only use the data 
it already has in its possession. Insurers are expected to per-
form these analyses prior to implementing these tools and 
whenever there is a change in their usage. 

In order to do perform these assessments, insurers should 
have an understanding of the algorithms and methodology 
used by these tools, which may involve asking vendors about 
proprietary formulas. Insurers should determine whether they 
have the resources and tools to perform these assessments pri-
or to proceeding with using ECDIS or AIS. In addition, DFS 
can audit an insurer’s use of ECDIS or AIS, so an insurer 
should thoroughly document these assessments.

III. Corporate Governance and Risk Management
Insurers are already required to have a corporate gov-

ernance structure,5 and DFS states that oversight of these 
tools should be included in an insurer’s corporate governance 
structure. The governing body, such as the board of directors, 
should have appropriate oversight of ECIS and AIS, which 
can be delegated to a committee. The senior management of 
the insurer is responsible for day-to-day implementation of 
these tools. DFS recommends a cross-functional management 
committee including representatives from legal, compliance, 
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 In light of this new guidance, insurers should undertake 
an assessment of what technologies or data they may be using 
for underwriting or pricing that may be considered AIS or 
ECDIS and evaluate how to come into compliance. Insurers 
should also consider creating the corporate governance struc-
ture and risk management protocols prior to using ECDIS 
or AIS. 
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